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Jizhicms v2.5.4 is vulnerable to SSRF in User Evaluation,

Message, and Comment modules. #104
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The user evaluation module in Jizhicms backend can import network images :
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There are no restrictions imposed on URLs at the image address and image link, allowing us to input internal
network addresses and leverage the server-side to dispatch probing requests into the internal network.

Finally, save the content, and the SSRF vulnerability will be triggered.

https://github.com/Cherry-toto/jizhicms/issues/104
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The same issue also exists in the message and comment functions, which can import network images, so
they also have SSRF vulnerabilities.
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@ &P Cherry-toto closed this as completed on Aug 20, 2025
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