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security: fix SQLI in FinancialService + harden API login
#8607

$~ Merged DawoudlO merged 3 commits into master from fix/security-auth-hardening LD

last week
C) Conversation 7 -o- Commits 3 Fl Checks 18 Files changed 4

Contributor
@ DawoudlO commented last week

Summary

Replace raw SQL in FinancialService::getMemberByScanString() with
FamilyQuery: :findOneByScanCheck() (SQL injection)

Return 401 (not 404) for missing users to prevent username enumeration

e Check isLocked() + increment setFailedLogins() on failure to enforce account lockout

Enforce 2FA via is2FactorAuthEnabled() — return 202 requiresoTP when OTP needed

Changes

e src/ChurchCRM/Service/FinancialService.php — Propel ORM instead of raw SQL

e src/api/routes/public/public-user.php — lockout, 2FA, enum fix (mirrors
LocalAuthentication.php pattern)

e cypress/e2e/api/public/public.user.spec.js — 3 new tests

Why

Addresses GHSA-hc37-vx3w-34fg (SQL injection), GHSA-x2gh-xmhg-4jpx (username enumeration), GHSA-
8cwr-x83m-mh9x (auth bypass / lockout / 2FA bypass).

Test plan

POST /api/public/user/login with non-existent user — 401 (not 404)
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POST /api/public/user/login with wrong password — 401 + incremented failed logins
POST /api/public/user/login with locked account —» 401
POST /api/public/user/login with 2FA user (no OTP) — 202 requiresOTP
POST /api/public/user/login with valid credentials — 200 + apiKey

Run npx cypress run --spec cypress/e2e/api/public/public.user.spec.js

& Generated with Claude Code

O @ security: fix SQL injection in FinancialService + harden API login  --- X 4b54950

® e DawoudIO requested a review from a team as a code owner last week

(O e DawoudIO requested review from DAcodedBEAT, MrClever, bigtigerku, Copilot, grayeul and
respencer and removed request for a team last week

¥ Copilot started reviewing on behalf of DawoudIO last week View session

) e DawoudlO added the label last week

= e DawoudIO added this to the 7.2.0 milestone last week

® Copilot Al reviewed last week

View reviewed changes

. tribut
& Copilot Al left a comment Contributor

Pull request overview

This PR addresses multiple security hardening items by removing a raw-SQL lookup in FinancialService
and tightening the public API login flow to reduce enumeration and enforce lockout/2FA behaviors.

Changes:

» Replace raw SQL family lookup by fam_scancheck with a Propel FamilyQuery lookup.

e Update /api/public/user/login to use generic 401s for missing users, check isLocked() ,
increment failedLogins , and add a 2FA-required 202 flow.
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* Add Cypress E2E coverage for additional negative login scenarios (401 vs 404, etc.).

Reviewed changes

Copilot reviewed 3 out of 3 changed files in this pull request and generated 6 comments.

File Description

src/ChurchCRM/Service/Fina Removes SQL injection risk by switching scanned-check family
ncialService.php lookup to Propel ORM.

src/api/routes/public/publ Adds lockout handling, generic auth failures, and a 2FA-required 202
ic-user.php response path in the public login endpoint.

cypress/e2e/api/public/pub ) ) )
_ i Expands E2E coverage for public login failure modes.
lic.user.spec.js

O P
> src/api/routes/public/public-user.php Outdated -$- Show resolved
> src/api/routes/public/public-user.php Outdated : Show resolved
> src/api/routes/public/public-user.php -3- Show resolved
> src/api/routes/public/public-user.php -}- Show resolved
> src/api/routes/public/public-user.php Outdated -$- Show resolved
> cypress/e2e/api/public/public.user.spec.js : Show resolved

O % fix: address Copilot review feedback on auth hardening --- X 44cdaf2

2 DawoudlO added a commit that referenced this pull request last week

‘aE§ fix: relax login tests to accept current behavior (404 or 401) - X 7626ead
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O w fix: map HttpUnauthorized/Forbidden/BadRequest to proper status codes - v/ 13b8902

a DawoudlO merged commit 214694e into master last week View details

18 checks passed

)24 a DawoudlIO deleted the fix/security-auth-hardening branch last week

2 DawoudlO added a commit that referenced this pull request last week

m fix: relax login tests to accept current behavior (404 or 401) - v/ 27762be

I[NV R {e]d{ (=8 tO join this conversation on GitHub. Already have an account? Sign in to comment

Reviewers

& Copilot J
@ respencer O
@ grayeul @ P
€© pAcodedBEAT @ e
I MrClever @ e
@Q bigtigerku @ ®

Assignees

No one assigned

Labels

Projects

None yet

Milestone

7.2.0
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Development

Successfully merging this pull request may close these issues.

None yet

2 participants

(€ 1)
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