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Insecure Direct Object Reference (IDOR) in /vivalupdate.php allows unauthorized
modification of team members' names

Describe the bug

An Insecure Direct Object Reference (IDOR) vulnerability exists in the /viva/update.php file.

An attacker can modify the name field for a user in the team_members table without any authentication,
simply by knowing the target username and sending a simple HTTP POST request.

Steps to reproduce:

1. Ensure the team_members table exists in the database and contains a record with
username="'student®@1' where the name is initially setto Alice .

2. Send the following POST request (using Burp Suite, curl, or Postman):

POST /viva/update.php HTTP/1.1
Host: 127.0.0.1:3000
Content-Type: application/x-www-form-urlencoded

username=student01&name=HACKED

3. Query the database again; the name for student®1 will have been changed to HACKED .

4. Replace username with any other existing username (e.g., admin, lec01 ) —the name for that user
will also be modified.

This vulnerability affects all users of the system. Attackers can maliciously alter the name field in
team_members for other users (including administrators), potentially causing data inconsistency or enabling
further attacks.
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Describe the solution

1.In /viva/update.php , first verify that the user is logged in (e.g., by checking session or token).

2. Instead of directly using the username supplied by the client as the update condition, retrieve the
current user’s identifier from the session and allow modifications only for their own record.

3. If administrator-level modifications are required, implement role-based access control and ensure that

only authorized users can perform such operations.

Suggested fix example:

o Obtain the current username from $_SESSION['username'] rather than using $_POST['username'] .

« Alternatively, if cross-user modification must be supported, verify that the current user is an administrator

and log the operation.

Screenshots

Request < oommes e oz ([EEEE EEER
/viva/update.php-HTTP/1.1 HTTP/1.1-382-Found
:[? 127.e.e.1:3ee@ :-127.0.0.1:
:*Mozilla/5.8- (Linux; -Android-12; -ASUS_I@@5DA) - AppleWebKit/537. ::Tue,17:Mar:2026:22:47:08-+0800
36 (KHTML, - 1ike :Gecko) : Chrome/ 4896.127-Mobile:Safari/537.36:EdgA/168. :+close
0.1185.58 :-PHP/7.3.4
B o : -viva.php?message=updated
: -text/html; - charset=UTF-8

auto:-30

=student02& =HACKED

intormation_schema . . . .
= - id username name time_slot start time slot end batch number  date classroom viva_name

: :;;:'rmame wchema # int(11) o varchar(100) B varchar(235) (@ time @® time B¢ varchar(50) © date Wb varchar(100) | o varchar(255)

| 1001 student0l 9:00:00 09:15:00 Batch-01 2026-03-18 Room-A Viva-1

~ [ student management_system

v—= ‘ 1 student02 HACKED 215 14:44:55 aVKoezNYm2 2011-01-17  wdWm6KW4is  Wong Hui Mei
> == admin_login_tbl 2 studentd3 Miyameto Riku  13:44:15 16:21:08 MHIRWSWoyL 2019-07-24  dKKT7kAlsq Miyamote Riku
> 7T assignment_schedule 3 studentdd Fujii Rin 10:55:48 10:25:43 65RLeuXalZ 2025-09-27 KQufscztaS Fujii Rin
’ assignments 4 studentds Du Jialun 10:30:08 11:06:00 qGUJ00gZbk 2025-04-17 pwsXsKiRAE Du Jialun
= hedul
? i class schedule 5 studentds Lu Zhiyuan 17:25:58 13:52:07 quADLsxhwe 2002-04-01  BSENj3mGnE Lu Zhiyuan
> course_materials
= course bl 6 studentd7 Jiang Shihan 13:02:37 12:12:59 KImOmINoE) 2022-04-14  ugBhSK82FK Jiang Shihan
y =2 exam_;:hadu\e 7 studentd8 Wu Jialun 09:13:47 15:23:26 LBSDxPXv2x 2006-06-05 D3wDHADji Wu Jialun
> = exam_submission 8 student09 Dai Zitao 09:12:48 12:54:16 Xd44qpQ7UL 2006-05-13  VySlomogls Dai Zitao
5 7 lecture_evaluation 9 studentd Miyazaki Hikari ~ 14:54:55 15:01:21 1hHOaxbGPO 2003-10-15  ZGRUr6cOD1 Miyazaki Hikari
> T lecturers 10 studentll Au Tsz Hin 14:48:01 10:02:23 w5CSmndhSc 2009-06-04 dNVpgEvks4 Au Tsz Hin
> 7 library_mem
> = login_tbl
> = manuals
> T modules
> = notice
- .
> payment_receipts
> = payment_summary tbl
> = recreation_mem
> T team_members
-
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During the audit, it was found that no .sql table creation scripts are provided in the project repository (the
result of executing Glob **/.sql is empty), and README.md only contains project introduction and video links,
without providing database import steps. To complete the system deployment, the database initialization
script was generated by manually analyzing the code logic. Copy the following code, save it as a .sql file, and
import it into MySQL for use.

-- Database initialization script for Student Management System d;
-- Generated based on code analysis

CREATE DATABASE IF NOT EXISTS “student_management_system  DEFAULT CHARACTER SET utf8mb4 COLL/
USE “student_management_system’;

-- 1. Authentication & Users
CREATE TABLE IF NOT EXISTS “login_tbl™ (
“id® INT AUTO_INCREMENT PRIMARY KEY,
‘username’ VARCHAR(100) NOT NULL UNIQUE,
“password’ VARCHAR(255) NOT NULL,
“student_name® VARCHAR(255),
‘course” VARCHAR(100),
“batch_number® VARCHAR(50),
‘gender’ VARCHAR(20),
“dob’ DATE,
‘nic” VARCHAR(50),
“email”® VARCHAR(100),
‘contact® VARCHAR(20),
“awarding_uni® VARCHAR(100),
‘uni_number® VARCHAR(100),
“lec’ VARCHAR(100),
‘role’ VARCHAR(20) DEFAULT 'Student'
)i

CREATE TABLE IF NOT EXISTS “admin_login_tbl" (
“id® INT AUTO_INCREMENT PRIMARY KEY,
‘username’ VARCHAR(100) NOT NULL UNIQUE,
“password’ VARCHAR(255) NOT NULL,

“name’ VARCHAR(255),
“gender” VARCHAR(20)

)i

CREATE TABLE IF NOT EXISTS "lecturers’ (
“id® INT AUTO_INCREMENT PRIMARY KEY,
‘username’ VARCHAR(100) NOT NULL UNIQUE,
“password’ VARCHAR(255) NOT NULL,
“name’ VARCHAR(255),
“department” VARCHAR(100),
“email” VARCHAR(100),
“dob’ DATE,
“gender” VARCHAR(20),
*nic’ VARCHAR(50),
‘contact® VARCHAR(20)

)i

-- 2. Academics & Courses
CREATE TABLE IF NOT EXISTS “course_tbl"™ (
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‘course_id® INT AUTO_INCREMENT PRIMARY KEY,
‘course_name’ VARCHAR(255) NOT NULL,
“award_uni’ VARCHAR(255)

)

CREATE TABLE IF NOT EXISTS “modules” (
“id® INT AUTO_INCREMENT PRIMARY KEY,
‘course” VARCHAR(100),

‘module_name’ VARCHAR(255),
"module_code” VARCHAR(50),
“date” DATE,

“duration® VARCHAR(50),
‘num_assignments® INT DEFAULT 0

)i

CREATE TABLE IF NOT EXISTS “course_materials
“id® INT AUTO_INCREMENT PRIMARY KEY,
"module_name”~ VARCHAR(255),

"module_code” VARCHAR(50),
“topic® VARCHAR(255),
“batch_number® VARCHAR(50),
‘course” VARCHAR(100),
“download® VARCHAR(255)

)3

CREATE TABLE IF NOT EXISTS “class_schedule’ (
“id® INT AUTO_INCREMENT PRIMARY KEY,
‘course” VARCHAR(100),

“batch® VARCHAR(50),
‘module” VARCHAR(100),
“lecturer’ VARCHAR(100),
“date” DATE,

“time > VARCHAR(50),
“hall® VARCHAR(100),
‘notes” TEXT

)2

-- 3. Assignments & Exams

CREATE TABLE IF NOT EXISTS “assignment_schedule’”

“id® INT AUTO_INCREMENT PRIMARY KEY,
‘course” VARCHAR(100),

“batch_number® VARCHAR(50),
"module_name”~ VARCHAR(255),
"module_code” VARCHAR(50),
“assignment_name” VARCHAR(255),
‘date_of_issue’ DATE,
‘date_of_submit® DATE,

“view  BOOLEAN DEFAULT 1,

“status® VARCHAR(50),

“feedback™ TEXT,

‘mitigation_request® BOOLEAN DEFAULT O,
“allow_submission® BOOLEAN DEFAULT 1

)i

CREATE TABLE IF NOT EXISTS “assignments™ (
“id® INT AUTO_INCREMENT PRIMARY KEY,
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)2

CREATE TABLE IF NOT EXISTS “exam_schedule” (

)3

“id® INT AUTO_INCREMENT PRIMARY KEY,
‘course” VARCHAR(100),

‘module_name’ VARCHAR(255),
"module_code” VARCHAR(50),
“batch_number® VARCHAR(50),
“exam_name  VARCHAR(255),

“date” DATE,

“time > VARCHAR(50),

“location” VARCHAR(100),

“hours™ VARCHAR(50),
“allow_submission” BOOLEAN DEFAULT 1

CREATE TABLE IF NOT EXISTS “exam_submission’

)2

“id® INT AUTO_INCREMENT PRIMARY KEY,
‘username” VARCHAR(100),
“batch_number® VARCHAR(50),
‘module_name” VARCHAR(255),
"module_code” VARCHAR(50),
“exam_name” VARCHAR(255),
“file_path® VARCHAR(255),

‘results’ DECIMAL(5,2),
“submission_date® DATETIME DEFAULT CURRENT_TIMESTAMP

CREATE TABLE IF NOT EXISTS ‘"viva_schedules”

)8

“id® INT AUTO_INCREMENT PRIMARY KEY,
‘course” VARCHAR(100),

‘module_name’ VARCHAR(255),
"module_code” VARCHAR(50),
“batch_number ™ VARCHAR(50),
“viva_name® VARCHAR(255),

“date” DATE,

"location® VARCHAR(100)

4, Notices & Misc

CREATE TABLE IF NOT EXISTS “notice’ (

)2

“id® INT AUTO_INCREMENT PRIMARY KEY,
“subject® VARCHAR(255),

‘added_date” DATE,

‘view_link®> VARCHAR(255)
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‘username’ VARCHAR(100),
“batch_number® VARCHAR(50),
"module_name’ VARCHAR(255),
"module_code” VARCHAR(50),
“assignment_name® VARCHAR(255),
“submission_date”® DATETIME DEFAULT CURRENT_TIMESTAMP,
“feedback™ TEXT,
“file_path® VARCHAR(255),
‘results” DECIMAL(5,2)
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CREATE TABLE IF NOT EXISTS ‘vacancy_tbl™ (
“id® INT AUTO_INCREMENT PRIMARY KEY,
“title® VARCHAR(255),
“content® TEXT,
“image” VARCHAR(255)
)i

CREATE TABLE IF NOT EXISTS ‘vacancy_apply_tbl® (

“id® INT AUTO_INCREMENT PRIMARY KEY,
“job_id® INT,
‘job_title® VARCHAR(255),
“student_id® VARCHAR(100),
“name” VARCHAR(255),
“batch_num® VARCHAR(50),
“gender " VARCHAR(20),
“email” VARCHAR(100),
‘contact® VARCHAR(20)

)i

CREATE TABLE IF NOT EXISTS “payment_summary_tbl" (
"id® INT AUTO_INCREMENT PRIMARY KEY,
‘username” VARCHAR(100),
“tot_course_fee' DECIMAL(10,2) DEFAULT 0.00,
“amount_paid® DECIMAL(10,2) DEFAULT 0.00,
‘outstanding® DECIMAL(10,2) DEFAULT 0.00

)i

CREATE TABLE IF NOT EXISTS “payment_receipts™ (
“id® INT AUTO_INCREMENT PRIMARY KEY,
“student_id® VARCHAR(100),

“student_name® VARCHAR(255),
‘payment_date® DATE,

“payment_amount® DECIMAL(10,2),
“file_path® VARCHAR(255),

‘remark” TEXT,

“status® VARCHAR(50) DEFAULT 'pending'

)i

CREATE TABLE IF NOT EXISTS "library_mem™ (
“id® INT AUTO_INCREMENT PRIMARY KEY,
‘username” VARCHAR(100),

“student_name® VARCHAR(255),
“email’ VARCHAR(100),
‘date’ TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
“status® VARCHAR(50) DEFAULT 'active'
)i

CREATE TABLE IF NOT EXISTS “recreation_mem’ (
“id® INT AUTO_INCREMENT PRIMARY KEY,
‘username” VARCHAR(100),

“student_name® VARCHAR(255),
“email’ VARCHAR(100),
“date’ TIMESTAMP DEFAULT CURRENT_TIMESTAMP

)i

CREATE TABLE IF NOT EXISTS “lecture_evaluation® (
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“id® INT AUTO_INCREMENT PRIMARY KEY,
“lec_name” VARCHAR(255),

‘username” VARCHAR(100),

“title” VARCHAR(255),

“evaluation® TEXT

)8

CREATE TABLE IF NOT EXISTS “manuals™ (
“id® INT AUTO_INCREMENT PRIMARY KEY,
‘manual” VARCHAR(255),

“filename™~ VARCHAR(255),
“filedata® LONGBLOB

)i

-- 5. Insert Default Data for Testing

INSERT INTO “admin_login_tbl" ( username’, “password’,
('admin', 'admin123', 'System Admin', 'Male');

INSERT INTO "lecturers’ ( username’, “password’,
('lecO1', 'lec123', 'John Doe', 'Computer Science',

INSERT INTO "login_tbl" (“username’, “password-,
('studentol', 'stul123', 'Alice Smith', 'BSc Computer Science',

INSERT INTO ‘course_tbl® ( course_name’, “award_uni) VALUES
('BSc Computer Science', 'University of Tech');

INSERT INTO "modules” ( course’, “module_name’,
'Ccsi1e1’',

('BSc Computer Science', 'Web Development',

INSERT INTO "notice” ( subject’, “added_date’,
('Welcome to the New Semester', '2023-09-01',

@ duckpigdog 2 weeks ago

“gender ) VALUES

‘department”,

'john.doe@example.com',

“student_name’,
'Batch-01",

“duration’,
'6 Months', 3);

"module_code ",
'2023-01-01",

‘view_link™) VALUES

‘contact ) V¢
'1234567890"');

“batch_number™, "1
'Student');

‘num_assic

Author =~ ee-

To trigger this vulnerability, you need to first create the team_members table in the database and insert test

data. Execute the following SQL statement:

USE student_management_system;

CREATE TABLE IF NOT EXISTS team_members (
id INT NOT NULL,
username VARCHAR(100) NOT NULL,
name VARCHAR(255) NOT NULL,
time_slot_start TIME NULL,
time_slot_end TIME NULL,
batch_number VARCHAR(50) NULL,
date DATE NULL,
classroom VARCHAR(100) NULL,
viva_name VARCHAR(255) NULL,
PRIMARY KEY (id, username),
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KEY idx_username (username),
KEY idx_viva_name (viva_name)

)2

INSERT INTO team_members
(id, username, name, time_slot_start, time_slot_end, batch_number, date, classroom, viva_name¢

VALUES
(1001,

SNV R{e]@izEM to join this conversation on GitHub. Already have an account? Sign in to comment
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