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Refactor get_object_or_404 calls for Engagement and
Engagement_Presets #14375

Merged Maffooch merged 3 commits into dev from get-or-404-optimizations on Feb 26

Code Issues 219 Pull requests 39 Discussions Actions Projects

Conversation 2 Commits 3 Checks 285 Files changed 4

Maffooch commented on Feb 23

Optimize the get_object_or_404  calls to filter Engagement and Engagement_Presets by their respective

relationships, improving data retrieval efficiency. This change enhances the integrity of the data being
accessed in the views.

Contributor

refactor: optimize get_object_or_404 calls for Engagement and Engagem… edf7a74…

 Maffooch requested a review from mtesauro as a code owner 2 months ago

mtesauro approved these changes on Feb 23

View reviewed changes

mtesauro left a comment

Approved

Contributor

 mtesauro requested review from Jino-T, blakeaowens and valentijnscholten 2 months ago

valentijnscholten approved these changes on Feb 24
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View reviewed changes

 valentijnscholten added this to the 2.56.0 milestone on Feb 24

Maffooch added 2 commits 2 months ago

refactor: optimize get_object_or_404 calls for Answered_Survey by fil… eed485a…

refactor: optimize get_object_or_404 calls in update_benchmark and up… f1f3b93…

dryrunsecurity Bot commented on Feb 24

🟡 Please give this pull request extra attention during review.

This pull request introduces a view that can allow IDOR: the updated answer_questionnaire view in
dojo/survey/views.py only ensures the survey belongs to the engagement but still allows access to the
engagement via user-provided IDs when allow_anonymous_survey_repsonse is enabled, letting
unauthenticated users guess engagement and survey IDs to read/modify surveys — unlike other views
protected by @user_is_authorized.

🟡 Potential IDOR Vulnerability in dojo/survey/views.py  (e4da6820)

All finding details can be found in the DryRun Security Dashboard.

Jino-T approved these changes on Feb 25

View reviewed changes

blakeaowens approved these changes on Feb 26

View reviewed changes

 Maffooch merged commit eb6120a into  on Feb 26

547 of 549 checks passed

View detailsdev
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Assignees

No one assigned

Labels

None yet

Projects

None yet

Milestone

2.56.0

Development

Successfully merging this pull request may close these issues.

None yet

5 participants

 Maffooch deleted the  branch 2 months agoget-or-404-optimizations

 to join this conversation on GitHub. Already have an account? Sign in to commentSign up for free

Reviewers

mtesauro

valentijnscholten

Jino-T

blakeaowens
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