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bgpd: improve packet parsing for EVPN and ENCAP/VNC

Improve packet validation for EVPN NLRIs and for ENCAP/VNC.
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P[] 3files changed +35 -1 lines changed o Top

Q_ Filter files...

v & bgpd
bgp_evpn.c

bgp_evpn_mh.c

v B rfapi
rfapi_rib.c
L] 3files changed +35 -1 lines changed Q. Search within code

Vv bgpd/bgp_evpn.c

@@ -5023,6 +5023,14 @@ static int process_type2_route(struct peer *peer,

- afi_t afi, safi_t safi,
5023 5023 goto fail;
5024 5024 }
5025 5025
5026 + /* Validate ipaddr_len against the NLRI length */

https://github.com/FRRouting/frr/commit/7676cad65114aa23adde583d91d9d29e2debd045

3

1/4


https://github.com/FRRouting
https://github.com/FRRouting/frr
https://github.com/FRRouting/frr/tree/7676cad65114aa23adde583d91d9d29e2debd045
https://github.com/FRRouting/frr
https://github.com/FRRouting/frr/issues
https://github.com/FRRouting/frr/pulls
https://github.com/FRRouting/frr/discussions
https://github.com/FRRouting/frr/actions
https://github.com/FRRouting/frr/projects
https://github.com/FRRouting/frr/pull/21098
https://github.com/FRRouting/frr/pull/21098
https://github.com/FRRouting/frr/compare/master
https://github.com/FRRouting/frr/commit/5c4ca8895b3a7ce7e9f5f58548c33db3950fd170

3/30/26, 6:25 AM

bgpd: improve packet parsing for EVPN and ENCAP/VNC - FRRouting/frr@7676cad - GitHub

5027 + if ((psize '= 33 + (ipaddr_len / 8)) && (psize !'= 36 + (ipaddr_len / 8)))
5028 il flog_err(EC_BGP_EVPN_ROUTE_INVALID,
5029 + "%u:%s - Rx EVPN Type-2 NLRI with invalid IP address length %d",
5030 + peer->bgp->vrf_id, peer->host, ipaddr_len);
5031 + goto fail;
5032 + }
5USSEN +
5026 5034 if (ipaddr_len) {
5027 5035 ipaddr_len /= 8; /* Convert to bytes. */
5028 5036 p.prefix.macip_addr.ip.ipa_type = (ipaddr_len == IPV4_MAX_BYTELEN)
v @@ -5120,6 +5128,15 @@ static int process_type3d_route(struct peer *peer,
1 afi_t afi, safi_t safi,
5120 5128
5121 5129 /* Get the IP. */
5122 5130 ipaddr_len = *pfx++;
5131 +
5132 + /* Validate */
DillSSEN + if (psize != 13 + (ipaddr_len / 8)) {
5134 il flog_err(EC_BGP_EVPN_ROUTE_INVALID,
SillS5NN + "%u:%s - Rx EVPN Type-3 NLRI with invalid IP address length %d",
5136 + peer->bgp->vrf_id, peer->host, ipaddr_len);
5137 + return -1;
5138 + }
SISO +
5123 5140 if (ipaddr_len == IPV4_MAX_BITLEN) {
5124 5141 SET_IPADDR_V4(&p.prefix.imet_addr.ip);
5125 5142 memcpy (&p.prefix.imet_addr.ip.ip.addr, pfx, IPV4_MAX_BYTELEN);
.
Vv bgpd/bgp_evpn_mh.c ooe
. @@ -845,9 +845,17 @@ int bgp_evpn_typed_route_process(struct peer *peer,
afi_t afi, safi_t safi,
845 845 memcpy(&esi, pfx, ESI_BYTES);
846 846 pfx += ESI_BYTES;
847 847
848 =
849 848 /* Get the IP. */
850 849 ipaddr_len = *pfx++;
850 +
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851 + /* Validate */
852 + if (psize != 19 + (ipaddr_len / 8)) {
853 + flog_err(EC_BGP_EVPN_ROUTE_INVALID,
854 + "%u:%s - Rx EVPN Type-4 NLRI with invalid IP address length %d",
855 + peer->bgp->vrf_id, peer->host, ipaddr_len);
856  + return -1;
857 + }
858 +
851 859 if (ipaddr_len == IPV4_MAX_BITLEN) {
852 860 SET_IPADDR_V4(&vtep_ip);
853 861 memcpy (&vtep_ip.ipaddr_v4, pfx, IPV4_MAX_BYTELEN);
.
Vv bgpd/rfapi/rfapi_rib.c oo
. @@ -668,11 +668,20 @@ static void rfapiRibBi2Ri(struct bgp_path_info *bpi,
struct rfapi_info *ri,
668 668 break;
669 669
670 670 case BGP_VNC_SUBTLV_TYPE_RFPOPTION:
671 + /* Check for short subtlv: drop */
672 + if (pEncap->length < 3)
673 + break;
674 +
675 + /* Length of zero not valid */
676 + if (pEncap->value[1l] == 0)
677 + break;
678 +
671 679 hop = XCALLOC(MTYPE_BGP_TEA_OPTIONS,
672 680 sizeof(struct bgp_tea_options));
673 681 assert(hop);
674 682 hop->type = pEncap->value[0];
675 683 hop->length = pEncap->value[1];
684 +
676 685 hop->value = XCALLOC(MTYPE_BGP_TEA_ OPTIONS_VALUE,
677 686 pEncap->length - 2);
678 687 assert(hop->value);
-
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Please sign in to comment.
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