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Security Fix: Prevent SSRF vulnerability in decode_image()
function - Fixes #1934 #1941

1, Open paipeline wants to merge 1 commit into FoundationAgents:main from

paipeline:fix/ssrf-decode-image-1.. r_l.j

€Y Conversation 0 -o- Commits 1 Fl Checks 2 Files changed 4

3 paipeline commented on Feb 11

Summary

This PR fixes a critical Server-Side Request Forgery (SSRF) vulnerability in the decode_image()
function that could allow attackers to access internal network resources and cloud metadata endpoints.

Issue Fixed

Fixes #1934 - Non-Blind SSRF with File Write in download_model()

Vulnerability Details

The decode_image() functionin metagpt/utils/common.py was fetching URLs without validation:

# Before - VULNERABLE 3
if img_url_or_b64.startswith("http"):
resp = requests.get(img_url_or_b64) # No validation!

This allowed attackers to:

Access internal services (localhost, private networks)
Fetch cloud metadata (AWS/Azure/GCP credentials)

Perform network reconnaissance and port scanning

Exfiltrate data via DNS queries
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Solution

Added comprehensive URL validation that:

1. Validates URL scheme - Only allows http/https protocols

2. Resolves hosthames to IPs - Prevents DNS rebinding attacks
3. Blocks private IP ranges - Prevents access to internal networks
4. Blocks cloud metadata - Prevents credential theft

5. Adds request timeout - Prevents hanging requests

# After - SECURE L'.:'
if img_url _or_b64.startswith("http"):
if not is_safe url(img_url_or_b64):
raise ValueError(f"URL not allowed for security reasons: {img_url_or_b64}")
resp = requests.get(img_url_or_b64, timeout=10)

Security Validation

The is_safe_url() function blocks these IP ranges:

e 127.0.0.0/8 - Localhost

e 10.0.0.0/8 - Private networks

e 172.16.0.0/12 - Private networks

e 192.168.0.0/16 - Private networks

e 169.254.0.0/16 - Link-local/Cloud metadata

e ::1/128 - |Pv6 localhost

Testing

Added comprehensive test coverage in tests/metagpt/utils/test_common.py :

Public URLs are allowed (example.com, google.com)
Internal IPs are blocked (127.0.0.1, localhost, 10.X.X.x)
Cloud metadata endpoints are blocked (169.254.169.254)
Invalid schemes are blocked (ftp://, file://, javascript:)
Malformed URLs are blocked

Verified the fix prevents SSRF while maintaining legitimate functionality.

Impact

» Security: Eliminates critical SSRF vulnerability
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« Compatibility: Maintains existing functionality for legitimate URLs

* Performance: Minimal overhead from hostname resolution

« Robustness: Graceful error handling for invalid URLs

Files Changed

e metagpt/utils/common.py -Added URL validation logic

e tests/metagpt/utils/test_common.py -Added security test coverage

- Pull Request #19...

This is a critical security fix that should be merged and released promptly to protect MetaGPT users

from potential SSRF attacks.
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%7 % paipeline had a problem deploying to unittest 2 months ago — with (g) GitHub Actions
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Reviewers

No reviews

Assignees

No one assigned

Labels

None yet

Projects

None yet
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No milestone
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Successfully merging this pull request may close these issues.

@ Non-Blind SSRF with File Write in download_model()

2 participants

» J

https://github.com/FoundationAgents/MetaGPT/pull/1941 4/4


https://github.com/FoundationAgents/MetaGPT/issues/1934
https://github.com/paipeline
https://github.com/paipeng-quiver

