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Exploit Title : OpenNebula 6.10.0.1 - Stored XSS (Cross-site Scripting) in virtual network
template
Exploit Author : Mark Artamonov
Vendor Homepage : https://opennebula.io/
Tested Version : OpenNebula 6.10.0.1
Affected Versions : OpenNebula < 7.0
Affected Component : opennebula-sunstone
CVE ID : CVE-2025-56537

A stored cross-site scripting (XSS) vulnerability in opennebula v6.10.0.1 allows attackers to
execute arbitrary web scripts or HTML via injecting a crafted payload into the virtual
network template parameter.
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Description:

Payload :

<image src =q onerror=prompt(8)>

README

5/4/26, 12:58 PM GitHub - MarkArtamonov/OpenNebula-CVE-2025-56537 · GitHub

https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537 1/3

https://github.com/MarkArtamonov
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/branches
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/tags
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/branches
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/tags
https://github.com/MarkArtamonov
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/commits?author=MarkArtamonov
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/commit/b1ed6e70ebc531625efde85dfc98593ba4577490
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/commit/b1ed6e70ebc531625efde85dfc98593ba4577490
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/commits/main/
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/blob/main/README.md
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/commit/b1ed6e70ebc531625efde85dfc98593ba4577490
https://opennebula.io/
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/issues
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/pulls
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/actions
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/projects
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/security
https://github.com/MarkArtamonov/OpenNebula-CVE-2025-56537/pulse


Proof of Concept :

Fix :
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