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Merge pull request #483 from OCSInventory-NG/fix-xss

fix(server): return invalid agent if unauthorized characters for user..

P master (#483)

2 parents d886638 + f8le28a commit 78faf2c ([J

PI) 2 files changed +15 -2 lines changed r Top

Q Filter files... =

v [ Apache/Ocsinventory/Server
Modperl1.pm

Modperl2.pm

ED 2 files changed +15 -2 lines changed Q Search within code @
Vv Apache/0Ocsinventory/Server/Modperll.pm eee
X @@ -73,8 +73,15 @@ sub _set _http_content_type{
73 73
74 74 sub _get_http_header{
75 75 my ($header, $r) = @_;
76 - return $r->headers_in->{$header};

76  + my $value = $r->headers_in->{$header};

77 + return unless defined $value;

78 +

79 + $value =~ s/[\x00-\x08\xOB\xOC\xOE-\x1F]//g;
80 + return "Invalid_agent" if $value =~ /[<>"';]/;
81 +

82 + return $value;
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+
sub _send_http_headers{
my $r = shift;
$r->send_http_header;
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@@ -71,7 +71,13 @@ sub _set_http_content_type{

sub _get_http_header{
my ($header, $r) = @_;
- return $r->headers_in->{$header};
+ my $value = $r->headers_in->{S$header};

+ return unless defined $value;

1 $value =~ s/[\x00-\x08\x0OB\XOC\xOE-\x1F]//g;

+ return "Invalid_agent" if $value =~ /[<>"';]/;

+ return $value;

sub _send_http_headers{
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