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Vv App/FeatureSet/Identity/Utils/SSO0.ts oo
x @@ -81,6 +81,12 @@ export default class SSOUtil {
81 81 throw new BadRequestException("SAML Assertion not found");
82 82 1
83 83
84 + if (samlAssertion.length '== 1) {
85 + throw new BadRequestException(
86 + "Expected exactly one Assertion in SAML Response",
87  + )5
88 + }
89 T
84 90 const samlSubject: JSONArray =
85 91 ((samlAssertion[0@] as JSONObject)["saml2:Subject"] as JSONArray) ||
86 92 ((samlAssertion[0@] as JSONObject)["saml:Subject"] as JSONArray) ||

https://github.com/OneUptime/oneuptime/commit/2fd7ede52f60444710628d6c1b34dee2ef9e57d1 1/2


https://github.com/OneUptime
https://github.com/OneUptime/oneuptime
https://github.com/OneUptime/oneuptime/tree/2fd7ede52f60444710628d6c1b34dee2ef9e57d1
https://github.com/nawazdhandala
https://github.com/OneUptime/oneuptime/commits?author=nawazdhandala
https://github.com/OneUptime/oneuptime
https://github.com/OneUptime/oneuptime/issues
https://github.com/OneUptime/oneuptime/pulls
https://github.com/OneUptime/oneuptime/actions
https://github.com/OneUptime/oneuptime/projects
https://github.com/OneUptime/oneuptime/security
https://github.com/OneUptime/oneuptime/compare/master
https://github.com/OneUptime/oneuptime/releases/tag/build-number-6656
https://github.com/OneUptime/oneuptime/releases/tag/10.0.42
https://github.com/OneUptime/oneuptime/commit/599e8dda1d192eb61cefb17b8f94c172c23fd6cb

4/6/26, 9:43 AM

ol
158 164
159 165
160 166

167
168
169
170
161 171
162 172
163 173

5

ol
242 252
243 253
244 254

255
256
257
258
259
260
245 261
246 262
247 263
0

+

Comments 0

feat: add validation for SAML Assertion length in response handling - OneUptime/oneuptime@2fd7ede - GitHub
@@ -158,6 +164,10 @@ export default class SSoUtil {

return null;

if (samlAssertion.length '== 1) {

return null;

const samlAttributeStatement: JSONArray =
((samlAssertion[0@] as JSONObject)[
"saml2:AttributeStatement"

@@ -242,6 +252,12 @@ export default class SSoUtil {

throw new BadRequestException("SAML Assertion not found");

if (samlAssertion.length '== 1) {
throw new BadRequestException(

"Expected exactly one Assertion in SAML Response",

)5

const samlSubject: JSONArray =
((samlAssertion[0@] as JSONObject)["saml2:Subject"] as JSONArray) ||
((samlAssertion[0@] as JSONObject)["saml:Subject"] as JSONArray) ||
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