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Fix auth bypass via endswith() health check path exemption
#21063

Merged bunchesofdonald merged 3 commits into main from

chrispickett/oss-7746-fix-auth-by… on Mar 10

Code Issues 804 Pull requests 41 Discussions Actions Security an

Conversation 2 Commits 3 Checks 72 Files changed 2

bunchesofdonald commented on Mar 10

closes OSS-7746

Tighten the health check path exemption in the PREFECT_SERVER_API_AUTH_STRING  middleware to use exact

path matching instead of suffix matching.

🤖 Generated with Claude Code

Contributor

 bunchesofdonald requested review from chrisguidry, cicdw, desertaxle and zzstoatzz as code

owners 2 months ago

Tighten health check path exemption in auth middleware 93d424a…

 bunchesofdonald force-pushed the
 branch from

55274ee to 93d424a 2 months ago

chrispickett/oss-7746-fix-auth-bypass-via-endswith-health-check-path-exemption

Compare

Merge branch 'main' into chrispickett/oss-7746-fix-auth-bypass-via-en… d8c4ff9…

5/4/26, 10:03 PM Fix auth bypass via endswith() health check path exemption by bunchesofdonald · Pull Request #21063 · PrefectH…

https://github.com/PrefectHQ/prefect/pull/21063 1/3

https://github.com/PrefectHQ
https://github.com/PrefectHQ/prefect
https://github.com/bunchesofdonald
https://github.com/PrefectHQ/prefect/tree/main
https://github.com/PrefectHQ/prefect/tree/chrispickett/oss-7746-fix-auth-bypass-via-endswith-health-check-path-exemption
https://github.com/PrefectHQ/prefect
https://github.com/PrefectHQ/prefect/issues
https://github.com/PrefectHQ/prefect/pulls
https://github.com/PrefectHQ/prefect/discussions
https://github.com/PrefectHQ/prefect/actions
https://github.com/PrefectHQ/prefect/security
https://github.com/PrefectHQ/prefect/pull/21063
https://github.com/PrefectHQ/prefect/pull/21063/commits
https://github.com/PrefectHQ/prefect/pull/21063/checks
https://github.com/PrefectHQ/prefect/pull/21063/files
https://github.com/bunchesofdonald
https://claude.com/claude-code
https://github.com/bunchesofdonald
https://github.com/chrisguidry
https://github.com/cicdw
https://github.com/desertaxle
https://github.com/zzstoatzz
https://github.com/PrefectHQ/prefect/blob/eb81ee5d1c0adc63115006f55e8f10c1fdd325a8/.github/CODEOWNERS#L2
https://github.com/PrefectHQ/prefect/blob/eb81ee5d1c0adc63115006f55e8f10c1fdd325a8/.github/CODEOWNERS#L2
https://github.com/bunchesofdonald
https://github.com/PrefectHQ/prefect/pull/21063/commits/93d424a07bac506fde918200c4123c393bc22ba1
https://github.com/PrefectHQ/prefect/pull/21063/commits/93d424a07bac506fde918200c4123c393bc22ba1
https://github.com/bunchesofdonald
https://github.com/PrefectHQ/prefect/compare/55274eec034f3f947067ffbe7449ccf00e3a1c36..93d424a07bac506fde918200c4123c393bc22ba1
https://github.com/PrefectHQ/prefect/commit/55274eec034f3f947067ffbe7449ccf00e3a1c36
https://github.com/PrefectHQ/prefect/commit/93d424a07bac506fde918200c4123c393bc22ba1
https://github.com/bunchesofdonald
https://github.com/PrefectHQ/prefect/compare/55274eec034f3f947067ffbe7449ccf00e3a1c36..93d424a07bac506fde918200c4123c393bc22ba1
https://github.com/PrefectHQ/prefect/pull/21063/commits/d8c4ff97ef7c0a940925d32b2d76324c8def42de
https://github.com/PrefectHQ/prefect/pull/21063/commits/d8c4ff97ef7c0a940925d32b2d76324c8def42de
https://github.com/claude
https://github.com/bunchesofdonald
https://github.com/bunchesofdonald


chrisguidry approved these changes on Mar 10

View reviewed changes

codspeed-hq Bot commented on Mar 10 • 

Merging this PR will not alter performance

✅ 2  untouched benchmarks

edited 

Comparing chrispickett/oss-7746-fix-auth-bypass-via-endswith-health-check-path-exemption  ( a447e10 ) with main  ( 70c731b )

Merge branch 'main' into chrispickett/oss-7746-fix-auth-bypass-via-en… a447e10…

desertaxle approved these changes on Mar 10

View reviewed changes

desertaxle left a comment

LGTM!

Member

 bunchesofdonald merged commit e216171 into  on Mar 10
72 checks passed

View detailsmain

 bunchesofdonald deleted the

 branch

2 months ago

chrispickett/oss-7746-fix-auth-bypass-via-endswith-health-check-path-exemption

haziqishere pushed a commit to haziqishere/prefect that referenced this pull request on Mar 11
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Assignees

No one assigned

Labels

None yet

Projects

None yet

Milestone

No milestone

Development

Successfully merging this pull request may close these issues.

None yet

3 participants

 to join this conversation on GitHub. Already have an account? Sign in to commentSign up for free

Reviewers

chrisguidry

desertaxle

cicdw

zzstoatzz
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