4/23/26, 1:55 AM fix: imported fixes 03-09-2026 by yasnagat - Pull Request #39492 - RocketChat/Rocket.Chat - GitHub

] RocketChat/ Rocket.Chat ' public

<> Code (©) Issues 2.4k f9 Pullrequests 13k  CJ) Discussions () Actions [J Projects

fix: imported fixes 03-09-2026 #39492

ol -l julio-rocketchat merged 4 commits into develop from imported-fixes-03-09-2026 i
on Mar 10

L) Conversation 25 -o- Commits 4 [Fl Checks 43 Files changed 4

. i M
‘ yashagat commented on Mar 9 ¢ edited by coderabbitai | Bot | « ember

Proposed changes (including videos or screenshots)
Issue(s)

Steps to test or reproduce

Further comments

Summary by CodeRabbit

» Bug Fixes

o Security hotfix for OAuth2 authentication token handling to strengthen API authentication and prevent
malformed token abuse.

e Tests

o Added end-to-end tests ensuring malformed or malicious access token requests are rejected and
return proper JSON error responses.

E4 ricardogarim and others added 2 commits last month

o @ rix: security hotfix v a4280b3
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O ‘ add changeset X b5cfdoe

® ‘ yasnagat requested a review from a team as a code owner last month

dionisio-bot Bot  commented on Mar 9 « edited ~ Contributor

Looks like this PR is ready to merge! &
If you have any trouble, please check the PR guidelines

changeset-bot  Bot commented on Mar 9 ¢ edited ~

%¢ Changeset detected

Latest commit: 81fle47

The changes in this PR will be included in the next version bump.
» This PR includes changesets to release 41 packages

Not sure what this means? Click here to learn what changesets are.

Click here if you're a maintainer who wants to add another changeset to this PR

© @ dionisio-bot  Bot  added the (@ommunity) |abel on Mar 9

coderabbitai Bot commented on Mar 9 ¢ edited « Contibien

Walkthrough

Refactors OAuth2 authentication: middleware extracts authorization header and access_token (from query),
passes a simplified { authorization, accessToken } object to the OAuth2 server auth function whose signature
was updated. Adds tests that assert malformed access_token query payloads are rejected with 401. Adds a
changeset documenting a patch security hotfix.
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Changes

Cohort | File(s)

Changeset

\.changeset/blue-points-dream.md

OAuth2 Authentication
apps/meteor/app/api/server/middlewares/authentication.ts ,
apps/meteor/app/oauth2-server-config/server/oauth/oauth2-

server.ts

Security Tests
apps/meteor/tests/end-to-end/api/oauth-server.ts

Sequence Diagram(s)

Estimated code review effort

@ 3 (Moderate) | (17 ~20 minutes

Suggested labels

type: bug, area: authentication

» am Pre-merge checks | 74 1| X 2

https://github.com/RocketChat/Rocket.Chat/pull/39492

Summary

Adds a patch changeset
recording a security hotfix for
@rocket.chat/meteor .

Middleware no longer forwards
full req.headers / req.query ;
it extracts authorization and
access_token (removes
access_token from query) and
passes { authorization,
accessToken } to updated
oAuth2ServerAuth which now
accepts that partial request
shape and derives the token
from authorization or

accessToken .

Adds end-to-end tests asserting
/oauth/me rejects malformed
access_token query payloads
with 401 and a JSON error
indicating login required.
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Q Tip

Try Coding Plans. Let us write the prompt for your Al agent so you can ship faster (with fewer bugs).
Share your feedback on Discord.

Thanks for using CodeRabbit! It's free for OSS, and your support helps us grow. If you like it, consider giving
us a shout-out.

» @ Share

Comment @coderabbitai help to get the list of available commands and usage tips.

O ‘ add if to check delete query token X 0f38329

& cubic-dev-ai Bot reviewed on Mar 9

View reviewed changes

. . Contributor
D cubic-dev-ai Bot left a comment

1 issue found across 4 files

» Prompt for Al agents (unresolved issues)

Reply with feedback, questions, or to request a fix. Tag @cubic-dev-ai to re-run a review.

apps/meteor/app/oauth2-server-config/server/oauth/oauth2-se A
Outdated | -~ Show resolved

rver.ts i

O ecoderabbitai Bot  added @YiRLI® area: authentication and removed-labels on Mar 9

@ ricardogarim previously approved these changes on Mar 9

View reviewed changes

& coderabbitai Bot reviewed on Mar 9

View reviewed changes
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4/23/26, 1:55 AM

a coderabbitai Bot left a comment

Actionable comments posted: 2

» g Prompt for all review comments with Al agents

» 1] Review info

» ° Review details
> apps/meteor/app/oauth2-server-config/server/oauth/oauth2-server.ts

> apps/meteor/app/oauth2-server-config/server/oauth/oauth2-server.ts

O @ fix: add optional chaining to queryParams access_token check

X @ ricardogarim dismissed their stale review via 81f1e47 last month

P ‘ yasnagat added this to the 8.3.0 milestone on Mar 10

© & dionisio-bot  Bot added the (Eommunity) label on Mar 10

codecov  Bot commented on Mar 10 ¢ edited ~

Codecov Report

All modified and coverable lines are covered by tests.
Project coverage is 70.88%. Comparing base ( 6cb6a96 ) to head ( 81f1e47 ).
I\ Report is 5 commits behind head on develop.

> Additional details and impacted files

» +’ New features to boost your workflow:

https://github.com/RocketChat/Rocket.Chat/pull/39492

fix: imported fixes 03-09-2026 by yasnagat - Pull Request #39492 - RocketChat/Rocket.Chat - GitHub

Contributor

Show resolved

Show resolved

v/ 81f1le47
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O G ggazzo added @YRe® and removed area: authentication @ jRlie® labels on Mar 10
=) G ggazzo modified the milestone: 8.3.0 on Mar 10

O G ggazzo removed the - label on Mar 10

° ricardogarim approved these changes on Mar 10

View reviewed changes

) ﬂ ricardogarim added the @GEMOLEESNED [abel on Mar 10

) edionisio-bot Bot added { stat: ready to merge -Iabels on Mar 10

®© e dionisio-bot | Bot | added this pull request to the merge queue on Mar 10

18 hidden items

Load more...

®© github-merge-queue Bot removed this pull request from the merge queue due to failed
status checks on Mar 10

View details

© &3 AliNunes removed the (€ommunity) |abel on Mar 10

V4 @ julio-rocketchat changed the title fix: imported fixes 03 09 2026 fix: imported fixes 03-09-2026
on Mar 10

@ @julio-rocketchat merged commit f4dcad4 into develop on Mar 10 View details
45 checks passed

¥ @ iulio-rocketchat deleted the imported-fixes-63-09-2026 branch last month
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yasnagat commented on Mar 10 Member ) { Author

/patch

(2 dionisio-bot  Bot  pushed a commit that referenced this pull request on Mar 10

‘ fix: imported fixes 03-09-2026 (#39492) - X d626aae

2 e dionisio-bot  Bot mentioned this pull request on Mar 10

fix: imported fixes 03-09-2026 #39508

D

dionisio-bot Bot commented on Mar 10 Contibien

Pull request #39508 added to Project: "Patch 8.2.1"

yashagat commented on Mar 10 Member ) { Author

/backport 8.1.2

[Z dionisio-bot  Bot  pushed a commit that referenced this pull request on Mar 10

@ i< inported fixes 03-09-2026 (#39492) - X a70002d

2 (@ dionisio-bot  Bot mentioned this pull request on Mar 10

fix: imported fixes 03-09-2026 #39509

D

dionisio-bot Bot commented on Mar 10 Contibien
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Pull request #39509 added to Project: "Patch 8.1.2"

yashagat commented on Mar 10 Member ) { Author

/backport 8.0.3

(2 dionisio-bot  Bot  pushed a commit that referenced this pull request on Mar 10

‘ fix: imported fixes 03-09-2026 (#39492) - X 38958ab

2 e dionisio-bot  Bot mentioned this pull request on Mar 10

fix: imported fixes 03-09-2026 #39510

" § Merged )

dionisio-bot Bot  commented on Mar 10 Contributor

Pull request #39510 added to Project: "Patch 8.0.3"

yashagat commented on Mar 10 Member ) { Author

/backport 7.13.5

dionisio-bot Bot  commented on Mar 10 Cenubiel

Sorry, | couldn't do that backport because of conflicts. Could you please solve them?

you can do so by running the following commands:

git fetch L@
git checkout backport-7.13.5-39492
git cherry-pick f4dcad44d578blac325cd0249c35c491004a1b30
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// solve the conflict
git push

after that just run /backport 7.13.5 again

(2 julio-rocketchat pushed a commit that referenced this pull request on Mar 10

w fix: imported fixes 03-09-2026 (#39492) - X lal7ceb

julio-rocketchat commented on Mar 10 Member

/backport 7.13.5

% e dionisio-bot  Bot mentioned this pull request on Mar 10

fix: imported fixes 03-09-2026 #39512

D

dionisio-bot Bot  commented on Mar 10 Cenubiel

Pull request #39512 added to Project: "Patch 7.13.5"

(2 d-gubert pushed a commit that referenced this pull request on Mar 10

m fix: imported fixes 03-09-2026 (#39492) - X 4040c10

(2 ricardogarim added a commit that referenced this pull request on Mar 13

‘@ fix: imported fixes 03-09-2026 (#39492) X 2301542

[Z I rocketchat-github-ci mentioned this pull request on Mar 20

Release 8.3.0 #39778

s
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SNV R {e]d{ (=0 tO join this conversation on GitHub. Already have an account? Sign in to comment

Reviewers
€3 coderabbitaibot] ]
O cubic-dev-aifbot] ]
‘TB ricardogarim v
Assignees

No one assigned

Labels
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