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Zora: Post, Trade, Earn Crypto APP Arbitrary File Overwrite
Vulnerability #15

New issue

Open

Secsys-FDU opened 4 days ago Owner

Vendor：Zora Labs, Inc(https://zora.co/)

Affected product：Zora: Post, Trade, Earn Crypto (co.ourzora.app),
https://play.google.com/store/apps/details?id=co.ourzora.app

Version：2.60.0

Google Play link：https://play.google.com/store/apps/details?id=co.ourzora.app

Description of the vulnerability for use in the CVE：An arbitrary file overwrite vulnerability in the Zora: Post,
Trade, Earn Crypto app allows attackers to overwrite critical internal files via the file import process,
potentially enabling code execution, exposure of sensitive information, denial of service, and other severe
security impacts.

Vulnerability Component：co.ourzora.app.MainActivity

Additional information：This vulnerability is caused by insufficient security validation when handling imported
files. A malicious app can control the filename and content and use path traversal to overwrite sensitive files
in the app’s internal storage. When critical configuration or executable files are modified, the app may
malfunction, fail to launch, or execute arbitrary code. The attack requires no complex user interaction and
can be triggered automatically once the victim opens the malicious app.

Before Overwrite:
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Metadata

No one assigned

Assignees

No labels

Labels

No projects

Projects

No milestone

Milestone

After Overwrite:

By overwriting executable files, an attacker can achieve arbitrary code execution, or overwrite critical
configuration files to perform privilege escalation.

Sign up for free  to join this conversation on GitHub. Already have an account? Sign in to comment
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