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Zora: Post, Trade, Earn Crypto APP Arbitrary File Overwrite
Vulnerability #15

% Secsys-FDU opened 4 days ago owner = eee

Vendor : Zora Labs, Inc(https://zora.co/)

Affected product : Zora: Post, Trade, Earn Crypto (co.ourzora.app),
https://play.google.com/store/apps/details?id=co.ourzora.app

Version : 2.60.0

Google Play link : https://play.google.com/store/apps/details?id=co.ourzora.app

Description of the vulnerability for use in the CVE : An arbitrary file overwrite vulnerability in the Zora: Post,
Trade, Earn Crypto app allows attackers to overwrite critical internal files via the file import process,
potentially enabling code execution, exposure of sensitive information, denial of service, and other severe
security impacts.

Vulnerability Component : co.ourzora.app.MainActivity

Additional information : This vulnerability is caused by insufficient security validation when handling imported
files. A malicious app can control the filename and content and use path traversal to overwrite sensitive files
in the app’s internal storage. When critical configuration or executable files are modified, the app may
malfunction, fail to launch, or execute arbitrary code. The attack requires no complex user interaction and
can be triggered automatically once the victim opens the malicious app.

Before Overwrite:
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Aw0r191nV151tLoggerPrer xml
FirebaseHeartBeatWORFRKFVTFRd+MTo50Dg1NzgwMTQ3MDM6YWSKcm9pZDo3ZDIZNDEOMjIINZzLiMmUzM2UWMjFh . xmL
SecureStore.xml
WebViewChromiumPrefs . xml
analytics-android-10a2d59ed7ccbcl3024a. xml
appsflyer-data.xml
com.google.android.gms.appid.xml
com.google.firebase.messaging.xml
dev.expo.EASSharedPreferences.xml
expo.modules.kotlin.PersistentDataManager. xml
io.customer.sdk.co.ourzora.app.xml
0OP5DODL1: /data/data/co.ourzora.app/shared_prefs # cat SecureStore.xml
<?xml version='1.0' encoding='utf-8' standalone='yes' ?>
<map>

<string name="key_vl-privy-token">{&quot;ct&quot; :&quot;THglespeqq\/lRgK el e @liladd DL TMUEY G 2RS e Tl WALLT@L W] 1uNZ32
GoT6PerquzNRnvanMYBOMsammI1UyR61xz@umALE\/etcOSScuvaKJkXcdPGHM7JbCME11Nq16Ate1n\/+5LuLnbs|wswv>eunnw4uv¢:Avuuq;vauWUL:yerfuﬂrvfchA
LzTUcpt9tw71AyFQDGLgSmpfCWvLJy" d By EabihialidsulTccZ7Mt i4UZpD £ TE ahniie S bty KfleBll\/tIHns
+rbkqPK6UrtuxvjGNGA5\ /DiR\/yNdXKKf\/NmYKK6VODS1IATGE /Mt Bl j8ql LT esever+XT70: £qcCXv
nOSJRU6Fc0kscnzSz+q1bwakaE89N6FAo9FBXoPUamTkB\/TVTA6TA9FaPpJ3WOKYWW1VHHZHODEYWDYNyFGAlcqhvkowfmue&quot,,&quot 1v&quot &quot d25Jr1yGA
T2YJf9G&quot; ,&quot; tlen&quot; : 128, &quot; scheme&quot ; :&quot; aes&quot; , &quot; usesKeystoreSuffix&quot; :true, &quot;keystoreAlias&quot; : &quo
t;key_vl&quot;,&quot;requireAuthentication&quot;:False}</string>

<string name:"key_vl—privy—__storage__test—e3a46d55—f13a—u12d—a = i s i Bamat; i &quot ; KrF3GKTRFNOY3MFXdPCE1xeEcXzUp
[o} quot; ,&quot;iv&quot; :&quot; uNsOa8iRSy6m™ Rowimuat - Sauot:tlen&quot; :128, &quot; scheme&quot; :&quot; aes&quot,,&quot usesKeystoreSuffix&q
uot; :true, &quot;keystoreAlias&quot; :&quot; key_VI&quot, ,&que Jthentlcatlon&quot :falsed<duhmt

<str1ng name:"key v1 prlvy refresh _token">{&quot; ctsauot - -Saunt - WEARELIEi0Xx3X7pUPWXs508mSgTSESYIEXPY J+OFZimZva’y; L ABIGE eUVYn+
HSplpCSJ 7 AT g = - FEMC A JOLT Jaque, , &quot; iv&quot; 1 &quot; m5+fhx\/lszcuuhsE&quot,,&quot tlen&quot

1128, &quOT; scheMe&quot; :&quot; aes&quot;  &quot; usesKeystoreSufle&quot rtrue, &quot;keystoreAlias&quot: :&auot; key_vi&quot; , &quot;requireA

uthentication&quot :false}</string>

<string name="key_vl-privy-caid">{&quot;ct&quot - " T T UOMMMADE T ARRLE DAL /0 iagu = = =y

; 1 &quot; iv&quot; =] tlen&quot 1128 &quot scheme&quot; :&quUT, dES&GUUT ; , &qUOT ; useskeystoreSuffix&quot; : tr

ue ,&quot; keystoreAlias&quot; :&quot; key vl&quot,,&quot requlreAuthentlcatlon&quot :false}</string>

After Overwrite:

OP5DODL1: /data/data/co.ourzora.app/shared_prefs # cat SecureStore.xml

<b>Attack@Test</b>0P5DADL1: /data/data/co.ourzora.app/shared_prefs # |

By overwriting executable files, an attacker can achieve arbitrary code execution, or overwrite critical
configuration files to perform privilege escalation.
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