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Voice Recorder APP Arbitrary File Overwrite and Read
Vulnerability #25

New issue

Open

Secsys-FDU opened 3 weeks ago Owner

Vendor：UXGROUP LLC(https://appcraze.co/)

Affected product：Voice Recorder (ac.voicenote.voicerecorder.audio)

Version：V10.0

Google Play link：https://play.google.com/store/apps/details?id=ac.voicenote.voicerecorder.audio

Description of the vulnerability for use in the CVE：An arbitrary file overwrite vulnerability in the Voice
Recorder app allows attackers to overwrite critical internal files via the file import process, potentially leading
to code execution, sensitive information disclosure, denial of service, and other severe security impacts. In
addition, an arbitrary file read vulnerability enables attackers to access sensitive internal files after user login,
including authentication state and session-related data. When these two vulnerabilities are combined, they
may further lead to account hijacking, configuration tampering, persistent compromise of the application, and
other serious security consequences.

Vulnerability Component：com.kyungeun.timer.activities.overloads.PlayRecordingActivity

Additional information：This vulnerability is caused by insufficient security validation when handling imported
files. A malicious app can control the filename and content and use path traversal to overwrite and read
sensitive files in the app’s internal storage. When critical configuration or executable files are modified or
read, the app may malfunction, fail to launch, or execute arbitrary code. The attack requires no complex user
interaction and can be triggered automatically once the victim opens the malicious app.

An attacker can control the victim application to write sensitive files to shared storage, resulting in data
leakage. For example, com.google.android.gms.signin.xml contains user login information, which could
potentially lead to account hijacking.
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Metadata

Sensitive files exported to shared storage; in addition, an attacker can also overwrite sensitive files within the
application.

Sign up for free  to join this conversation on GitHub. Already have an account? Sign in to comment
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