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Video player - Play All Videos APP Arbitrary File Overwrite
Vulnerability #29

% Secsys-FDU opened 3 weeks ago owner = eee

Vendor : RAREPROB SOLUTIONS PRIVATE LIMITED(https://rareprob-website.firebaseapp.com/)

Affected product : Video player - Play All Videos (rocks.video.videoplayer)
Version : V1.0.135

Google Play link : https://play.google.com/store/apps/details?id=rocks.video.videoplayer

Description of the vulnerability for use in the CVE : An arbitrary file overwrite vulnerability in the Video player
- Play All Videos app allows attackers to overwrite critical internal files via the file import process, potentially
enabling code execution, exposure of sensitive information, denial of service, and other severe security
impacts.

Vulnerability Component : com.kaisquare.location.MainActivity

Additional information : This vulnerability is caused by insufficient security validation when handling imported
files. A malicious app can control the filename and content and use path traversal to overwrite sensitive files
in the app’s internal storage. When critical configuration or executable files are modified, the app may
malfunction, fail to launch, or execute arbitrary code. The attack requires no complex user interaction and
can be triggered automatically once the victim opens the malicious app.

Before Overwrite:

Lr:image—20251202205429430

After Overwrite:

https://github.com/Secsys-FDU/AF_CVEs/issues/29 1/3


https://github.com/Secsys-FDU
https://github.com/Secsys-FDU/AF_CVEs
https://github.com/Secsys-FDU/AF_CVEs
https://github.com/Secsys-FDU/AF_CVEs/issues
https://github.com/Secsys-FDU/AF_CVEs/pulls
https://github.com/Secsys-FDU/AF_CVEs/actions
https://github.com/Secsys-FDU/AF_CVEs/projects
https://github.com/Secsys-FDU/AF_CVEs/security
https://github.com/login?return_to=https://github.com/Secsys-FDU/AF_CVEs/issues/29
https://github.com/Secsys-FDU
https://github.com/Secsys-FDU
https://rareprob-website.firebaseapp.com/
https://play.google.com/store/apps/details?id=rocks.video.videoplayer
https://camo.githubusercontent.com/733cb0e6ea8177c91cee8458dce921280a848079f3dc2c2499c87e21bfb072be/68747470733a2f2f6376652d313330393332313830342e636f732e61702d7368616e676861692e6d7971636c6f75642e636f6d2f696d67732f254535254231253846254535254239253935254536253838254141254535253942254245253230323032362d30312d32392532303136343730392e706e67
https://camo.githubusercontent.com/733cb0e6ea8177c91cee8458dce921280a848079f3dc2c2499c87e21bfb072be/68747470733a2f2f6376652d313330393332313830342e636f732e61702d7368616e676861692e6d7971636c6f75642e636f6d2f696d67732f254535254231253846254535254239253935254536253838254141254535253942254245253230323032362d30312d32392532303136343730392e706e67

4/21/26, 3:47 PM

Video player - Play All Videos APP Arbitrary File Overwrite Vulnerability

panther: /data/data/rocks.video.videoplayer/shared_prefs # 1ls -al

total 142
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AwOriginVisitlLoggerPrefs.xml
DEBUG_PREF . xml

FBAdPrefs.xml
FirebasePerfSharedPrefs.xml
WebViewChromiumPrefs.xml
__GOOGLE_FUNDING_CHOICE_SDK_INTERNAL__.xmL
admob . xml

admob_user_agent . xml
app_set_id_storage.xml
com.facebook.ads.FEATURE_CONFIG. xml
com.facebook.ads.flash.xml
com.facebook.ads.internal.btextras.xml
com.google.android.gms.appid.xml

com.google.android.gms .measurement. prefs.xml

com.google. firebase.crashlytics.xml
com.google. firebase.inappmessaging.xml
com.google.firebase.messaging.xml
com.music.rockes.xml

frc_1:78087u4919150: android:9cae2e8u86e62ddd53d7ff_firebase_settings.xml
frc_1:780874919150: android:9cae2e8u86e62ddd53d7ff_fireperf_settings.xml

pag_adn_strategy_center. xml
pag_monitor_record.xml
pag_sp_bad_par.xml
pag_sp_prop_switch.xml
paid_storage_sp.xml
rocks.video.videoplayer_preferences.xml
ss_config.xml

tt_sdk_settings.xml

panther:/data/data/rocks.video.videoplayer/shared_prefs # cat paid_storage_sp.xml
<b>Attack@Test</b>panther:/data/data/rocks.video.videoplayer/shared_prefs # |
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