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fix(security): add rate limiting to WebSocket login endpoint (#2568)

* fix(security): add rate limiting to WebSocket login endpoint

The WebSocket login path called login() directly with no rate limiting
while the HTTP path was protected by express-rate-limit. This allowed
unlimited brute-force attempts over WebSocket at ~20 req/s.

Replace express-rate-limit for login routes with a shared LoginRatelLimiter
that both HTTP and WebSocket login paths consume. A single per-IP budget
(default 100 attempts/10min) is enforced across both protocols.

Convert test/rate-limit.js to TypeScript and add dedicated tests for
WebSocket rate limiting and cross-protocol budget sharing.

* test(rate-limit): fix trustProxy test to verify per-IP buckets

The existing test claimed to verify X-Forwarded-For handling but used a
single static IP for all requests, so it would pass even if the server
ignored the header entirely. Replace with a test that exhausts the
budget for one forwarded IP and then verifies a different forwarded IP

is still allowed through — proving the rate limiter actually keys on the
forwarded address.
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@@ -24,6 +24,10 @@ import {
InvalidTokenError,
withSecurityStrategy

} from '../security'

import {

LoginRateLimiter,
LOGIN_RATE_LIMIT_MESSAGE

} from '../login-rate-limiter'

import { withConfig } from '../app'

import {

findRequest,

@@ -135,6 +139,7 @@ interface SecurityStrategy {

timeTolLive?: number | null
1>
isDummy: () => boolean

loginRatelLimiter?: LoginRatelLimiter

interface SubscriptionManager {

@@ -668,6 +673,22 @@ function wsInterface(app: WsApp): WsApi {

1)

function getClientIp(app: WsApp, spark: Spark): string {
if (
app.config.settings.trustProxy &&

app.config.settings.trustProxy !== 'false'
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) {

const forwardedFor = spark.request.headers['x-forwarded-for']
if (typeof forwardedFor === 'string') {

const firstIp = forwardedFor.split(',')[0].trim()

if (firstIp) {

return firstIp

}

return spark.request.connection.remoteAddress

function processAccessRequest(
app: WsApp,
spark: Spark,
@@ -681,13 +702,7 @@ function wsInterface(app: WsApp): WsApi {
message: 'A request has already been submitted'

1)

} else {
const forwardedFor = spark.request.headers['x-forwarded-for']
const clientIp =

(app.config.settings.trustProxy &&

app.config.settings.trustProxy !== 'false' &&
typeof forwardedFor === 'string' &&
forwardedFor) ||

spark.request.connection.remoteAddress
const clientIp = getClientIp(app, spark)
requestAccess(

app as unknown as WithSecurityStrategy & WithConfig,

msg,

@@ -725,6 +740,20 @@ function wsInterface(app: WsApp): WsApi {

function processLoginRequest(app: WsApp, spark: Spark, msg: WsMessage):

const rateLimiter = app.securityStrategy.loginRateLimiter

if (rateLimiter) {
const { allowed } = rateLimiter.check(getClientIp(app, spark))
if ('allowed) {
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747 + spark.write({
748 + requestId: msg.requestId,
749 + state: 'COMPLETED',
750 + statusCode: 429,
751 + message: LOGIN_RATE_LIMIT_MESSAGE
752 + })
oS + return
754  + 1
755  + 1
756 +
728 757 app.securityStrategy
729 758 .login(msg.login!.username, msg.login!.password)
730 759 .then((reply) => {

Vv src/login-rate-limiter.ts

@@ -0,0 +1,53 @@
+ export const LOG

+ 'Too many logi

+ export interface
check(ip: stri

+ dispose(): voi

© (o] ~ o (é)] B w N =
+

+ interface Entry

SO + count: number

SIS+ resetTime: num
12+ }

13 1

14 + export function

SO + windowMs: numb
SEMN + max: number

17 + ): LoginRateLimi
18 + const entries

19 1

20 + const cleanup

21+ const now =

22 + for (const [
28NN + if (now >=

IN_RATE_LIMIT_MESSAGE =

n attempts from this IP, please try again later'

LoginRateLimiter {

ng): { allowed: boolean; retryAfterMs: number }

d

{

ber

createlLoginRateLimiter(

er,

ter {

= new Map<string, Entry>()

= setInterval(() => {
Date.now()
ip, entry] of entries) {

entry.resetTime) {
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entries.delete(ip)

}

}, windowMs)

cleanup.unref()

return {
check(ip: string): { allowed: boolean; retryAfterMs: number } {
const now = Date.now()

let entry = entries.get(ip)

if ('entry || now >= entry.resetTime) {
entry = { count: O, resetTime: now + windowMs }

entries.set(ip, entry)

entry.count++

if (entry.count > max) {

return { allowed: false, retryAfterMs: entry.resetTime - now }

return { allowed: true, retryAfterMs: 0 }
3
dispose(): void {

clearInterval(cleanup)

entries.clear()

Vv src/security.ts
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@@ -32,6 +32,7 @@ import { generate } from 'selfsigned'
import { Mode } from 'stat-mode'

import { wWithConfig } from './app'

import { createDebug } from './debug'

import { LoginRateLimiter } from './login-rate-limiter'
import dummysecurity from './dummysecurity'

import { ICallback } from './types'

const debug = createDebug('signalk-server:security')
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@@ -241,6 +242,9 @@ export interface SecurityStrategy {

username: string,
password: string

) => Promise<{ statusCode: number }>

+ /** Shared login rate limiter (optional - only available when token security

is active) */

+ loginRatelLimiter?: LoginRatelLimiter

export class InvalidTokenError extends Error {

src/tokensecurity.ts
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@@ -28,12 +28,15 @@ import {
Path
} from '@signalk/server-api'
import ms, { StringvValue } from 'ms'
- import rateLimit from 'express-rate-limit'
import bodyParser from 'body-parser'
import cookieParser from 'cookie-parser'

import { createHash, randomBytes } from 'crypto'

import { createDebug } from './debug'
+ import {
+ createlLoginRateLimiter,
+ LOGIN_RATE_LIMIT_MESSAGE
+ } from './login-rate-limiter'
import {
InvalidTokenError,
SecurityConfig,

@@ -45,7 +48,6 @@ import {
LoginStatusResponse,
saveSecurityConfig,
RequestStatusData,

- getRateLimitValidationOptions,
ACL,
SecurityStrategy,

isOIDCUserIdentifier
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@@ -606,15 +608,18 @@ function tokenSecurityFactory(

606 608 1
607 609 1
608 610
609 - const loginLimiter = rateLimit({
610 - windowMs: loginWindowMs,
611 - max: loginMax,
612 - message: {
613 - message:
614 - 'Too many login attempts from this IP, please try again after 10
minutes'
615 - 3
616 - validate: getRateLimitValidationOptions(app)
617 - )
611 + const loginRatelLimiter = createlLoginRatelLimiter (loginwindowMs, loginMax)
612 + strategy.loginRateLimiter = loginRatelLimiter
GHSN -+
614 + const loginLimiter = (req: Request, res: Response, next: NextFunction) => {
615 + const { allowed, retryAfterMs } = loginRatelLimiter.check(req.ip ?? '')
616 + if (lallowed) {
617 + res.set('Retry-After', String(Math.ceil(retryAfterMs / 1000)))
618 + res.status(429).json({ message: LOGIN_RATE_LIMIT_MESSAGE })
619  + return
620 + }
621 + next()
622 + }
618 623
619 624 app.use(bodyParser.urlencoded({ extended: true }))
620 625
'I'
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