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Vv objects/functionsSecurity.php oo
1 @@ -409,6 +409,25 @@ protected function blockMarkup($Line)
409 409 return parent::blockMarkup($Line);
410 410 }
411 411
412 + protected function inlineLink($Excerpt)
413  + {
414 + $Link = parent::inlineLink($Excerpt);
415 +
416  + if ($Link === null) {
417 + return null;
418  + 1
419 +
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420 + $href = isset($Link['element']['attributes']['href']) ?
$Link['element']['attributes']['href'] : '';

421+

422 + // Apply the same whitelist as sanitizeATag: http(s), mailto, relative

paths, page anchors.

423 + // Anything else (javascript:, vbscript:, data:, ...) is stripped.
424  + if ($href !== "' && !preg_match('/A(https?:\/\/|mailto:|\/|#)/1i",
$href)) {
425 + $Link['element']['attributes']['href'] = '';
426  + }
427 +
428 + return $Link;
429 + }
430 +
412 431 protected function inlineMarkup($Excerpt)
413 432 {
414 433 if (strpos($Excerpt['text'], '>') === false) {
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