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fix: Improve file path validation for deleteDump functionality

GHSA-5879-4fmr-xwf2

Filter files…

plugin/CloneSite

cloneServer.json.php

1 file changed +2 -1 lines changed Top

@@ -47,7 +47,8 @@

47 47     $filePath = "{$clonesDir}{$deleteDump}";

48 48     $realFilePath = realpath($filePath);

49 49     $realClonesDir = realpath($clonesDir);

50     if ($realFilePath === false || $realClonesDir === false || 

strpos($realFilePath, $realClonesDir) !== 0) {

-

50     $realClonesDirPrefix = rtrim($realClonesDir, '/\\') . DIRECTORY_SEPARATOR;+

51     if ($realFilePath === false || $realClonesDir === false || 

strpos($realFilePath, $realClonesDirPrefix) !== 0) {

+

51 52         $resp->msg = "Invalid file path";

52 53         die(json_encode($resp));

53 54     }

plugin/CloneSite/cloneServer.json.php
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