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fix: Enhance URL validation to enforce protocol whitelist for statsURL

GHSA-pq8p-wc4f-vg7j

Filter files…

plugin/Live

test.php

1 file changed +2 -2 lines changed Top

@@ -10,7 +10,7 @@

10 10 $timeStarted = microtime(true);

11 11

12 12 $statsURL = $_REQUEST['statsURL'];

13 if (empty($statsURL) || $statsURL == "php://input" || !preg_match("/^http/", 

$statsURL)) {

-

13 if (empty($statsURL) || $statsURL == "php://input" || 

!preg_match("/^https?:\/\//i", $statsURL)) {

+

14 14     liveStatsTestLog('this is not a URL ');

15 15     exit;

16 16 }

@@ -177,7 +177,7 @@ function liveNormalizeStatsTestURL($url)

plugin/Live/test.php

1 file changed +2 -2 lines changed Search within code  
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Comments 0

177 177

178 178 function liveStatsTestWget($url, $filename)

179 179 {

180     if (empty($url) || $url == "php://input" || !preg_match("/^http/", $url)) {-

180     if (empty($url) || $url == "php://input" || !preg_match("/^https?:\/\//i", 

$url)) {

+

181 181         liveStatsTestLog('this is not a URL ');

182 182         return false;

183 183     }
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