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1 parent 0f90d9c commit 7aaad60

fix: Add request validation to prevent untrusted access in category and comment 

endpoints

GHSA-x2pw-9c38-cp2j

Filter files…

objects

categoryDeleteAssets.json.php

commentAddNew.json.php

comments_like.json.php

3 files changed +3 -2 lines changed Top

@@ -17,7 +17,7 @@

17 17     $obj->msg = __("Permission denied");

18 18     die(json_encode($obj));

19 19 }

20 -

20 forbidIfIsUntrustedRequest('categoryDeleteAssets');+

21 21 if (!Category::deleteAssets($obj->id)) {

22 22     $obj->error = false;

23 23 }else{

objects/categoryDeleteAssets.json.php
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Comments 0

@@ -35,6 +35,7 @@

35 35     $obj->msg = __("Permission denied");

36 36     die(json_encode($obj));

37 37 }

38 forbidIfIsUntrustedRequest('commentAddNew');+

38 39

39 40 function isCommentASpam($comment, $videos_id)

40 41 {

objects/commentAddNew.json.php

@@ -15,6 +15,6 @@

15 15 if (empty($_POST['comments_id']) && !empty($_GET['comments_id'])) {

16 16     $_POST['comments_id'] = $_GET['comments_id'];

17 17 }

18 -

18 forbidIfIsUntrustedRequest('comments_like');+

19 19 $like = new CommentsLike($_GET['like'], $_POST['comments_id']);

20 20 echo json_encode(CommentsLike::getLikes($_POST['comments_id']));

objects/comments_like.json.php

Please sign in to comment.
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