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Vv plugin/CloneSite/cloneServer.json.php ooC
X @@ -42,8 +42,17 @@
42 42 }
43 43
44 44 if (lempty($_GET['deleteDump'])) {
45 - $resp->error = !unlink("{$clonesDir}{$_GET[ 'deleteDump']}");
46 - $resp->msg = "Delete Dump {$ _GET['deleteDump']}";
45 + // Security: Strip path traversal components and validate path stays within
clonesDir
46  + $deleteDump = basename($_GET['deleteDump']);
47  + $filePath = "{$clonesDir}{$deleteDump}";
48 + $realFilePath = realpath($filePath);
49 + $realClonesDir = realpath($clonesDir);
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50 + if ($realFilePath === false || $realClonesDir === false ||
strpos($realFilePath, $realClonesDir) !== 0) {
51 + $resp->msg = "Invalid file path";
52 + die(json_encode($resp));
53 + }
54 + $resp->error = l!unlink($realFilePath);
SoNN + $resp->msg = "Delete Dump {$deleteDump}";
47 56 die(json_encode($resp));
48 57 3
49 58
-2 @@ -64,7 +73,7 @@
64 73 $tables = array();
65 74 $res = sqlDAL::readSql("SHOW TABLES");
66 75 $row = sqlDAL::fetchAllAssoc($res);
67 - foreach ($row as $value) {
76 + foreach ($row as $value) {
68 77 $firstElement = reset($value);
69 78 if ($firstElement !'= 'CachesInDB') {
70 79 $tables[] = $firstElement;
T
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