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fix: Enhance URL handling in Parsedown to enforce protocol whitelist for links

GHSA-m7r8-6q9j-m2hc

Filter files…

objects

functionsSecurity.php

1 file changed +19 -0 lines changed Top

@@ -429,6 +429,25 @@ protected function inlineLink($Excerpt)

429 429         return $Link;

430 430     }

431 431

432     protected function inlineUrlTag($Excerpt)+

433     {+

434         $Link = parent::inlineUrlTag($Excerpt);+

435 +

436         if ($Link === null) {+

437             return null;+

438         }+

439 +

objects/functionsSecurity.php‎
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Comments 0

440         $href = isset($Link['element']['attributes']['href']) ? 

$Link['element']['attributes']['href'] : '';

+

441 +

442         // Auto-link syntax <url> — apply the same protocol whitelist.+

443         // The base regex requires scheme:// so javascript:// is the realistic 

bypass vector.

+

444         if ($href !== '' && !preg_match('/^https?:\/\//i', $href)) {+

445             $Link['element']['attributes']['href'] = '';+

446         }+

447 +

448         return $Link;+

449     }+

450 +

432 451     protected function inlineMarkup($Excerpt)

433 452     {

434 453         if (strpos($Excerpt['text'], '>') === false) {
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