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CRLF injection in multipart part content
type header construction

Dreamsorcerer published GHSA-2vrm-gr82-f7m5 20 hours ago

Package
@ aiohttp (pip)

Affected versions Patched versions
<=3.13.3 3.13.4
Description

Summary

An attacker who controls the content_type parameter in aiohttp could use this to inject extra headers
or similar exploits.

Impact

If an application allows untrusted data to be used for the multipart content_type parameter when
constructing a request, an attacker may be able to manipulate the request to send something other than
what the developer intended.

Patch: 9a6ada9

Severity

Low

CVE ID

CVE-2026-34514
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Weaknesses

No CWEs

Credits

mingijunggrape Reporter
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