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Cookie and Proxy-Authorization
headers leaked on cross-origin redirect

Low Dreamsorcerer published GHSA-966j-vmvw-g2g9 4 days ago

Package

 aiohttp (pip)

Affected versions

<= 3.13.3

Patched versions

3.13.4

Description

Summary

When following redirects to a different origin, aiohttp drops the Authorization header, but retains the
Cookie and Proxy-Authorization headers.

Impact

The Cookie and Proxy-Authorizations headers could contain sensitive information which may be leaked
to an unintended party after following a redirect.

Patch: 5351c98

Severity

Low

CVE ID

CVE-2026-34518

Weaknesses
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CWE-200

Credits

 uug4na Reporter

 Dreamsorcerer Remediation developer
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