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SPICEDB_DATASTORE_CONN_URI
IS leaked on startup logs
miparnisari published GHSA-jf4f-rr2c-9m58 6 hours ago

Package

Affected versions Patched versions

>=1.49.0,<=1.51.0 1511

o github.com/authzed/spicedb (Go)
>=1.49.0,<=1.51.0 151.1

Description

Impact

When SpiceDB starts with log level info , the startup "configuration" log will include the full
datastore DSN, including the plaintext password, inside DatastoreConfig.URI .

Patches

vl51.1

Workarounds

Change the log level to warn or error .

Severity

60110

CVSS v3 base metrics
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Attack vector Local
Attack complexity Low
Privileges required High
User interaction None
Scope Changed
Confidentiality High
Integrity None
Availability None

Learn more about base metrics

CVSS:3.1/AV.L/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N

CVEID

CVE-2026-40091

Weaknesses

No CWEs

Credits

a miparnisari Remediation developer
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