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Segmentation fault in str_fdp_pli_cb when fdp_pli option has
no value #2055

® Closed

:.|.: Criticayon opened on Feb 8 Contributor = s«

Please acknowledge the following before creating a ticket

| have read the GitHub issues section of REPORTING-BUGS.

Description of the bug:

fio crashes when parsing a job file that contains the fdp_pli option without a value. The parser passes input =
NULL to the callback function str_fdp_pli_cb, which then calls strdup(input) without validation, causing a
segmentation fault. This is a parser robustness issue. While not a security vulnerability under default CLI
usage, it could lead to denial-of-service if fio is used as a backend service processing untrusted job files.

Environment: Ubuntu 24.04.3 LTS
fio version: fio-3.41

Reproduction steps
Create a minimal job file crash.fio with the following content:

[write-heavy] LC.]
fdp_pli

Run:
./fio crash.fio |-_C'l
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Observed result:

strlen evex () at
in _ GI__ strdup ( =0x8) at
in str fdp pli_cb (
il :

=<optimized out>,
handle_option ( 11056

20 <fio_options>, =@x7fbe7b

in fio options_p: ads
in __parse_job. e 4 =0,

<optimized out>,
=<optimized out>) at
in parse_jobs_ini (
9 parse_options ( 2
in main (

Suggested fix:
Add a NULL check at the start of the callback function str_fdp_pli_cb,eg:

if (!input) LI.:I
return 1;
p = str = strdup(input);

This ensures the parser does not crash when the fdp_pli option is present without a value.
Notes:
Discovered via AFL++ fuzzing.

Minimal reproducer provided above.

o axboe added a commit that references this issue on Feb 8

parse: check for NULL input 9387e61

axboe on Feb 8 Oowner = ees

Thanks, wonder how that survived so long. The real fix is to handle it in the parser, as this issue isn't specific
to just that one option. Pushed a fix, closing this one up.

@ axboe closed this as completed on Feb 8

SI[INVIsSR{e]@i=IcB to join this conversation on GitHub. Already have an account? Sign in to comment
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