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Heap-buffer-overflow in AP4_Dac4Atom DSI v1 parsing via
large n_presentations (AP4_BitReader::SkipBits) #1059

New issue

Open

BreakingBad6 opened 2 weeks ago

A heap-buffer-overflow vulnerability exists in the AP4_Dac4Atom  constructor when parsing AC-4 DSI version

1 data. A crafted MP4 file with a dac4  atom containing a large n_presentations  value (up to 511) causes

the parser to read far beyond the allocated heap buffer via AP4_BitReader::SkipBits() .

Affected Component

File: Source/C++/Core/Ap4Dac4Atom.cpp

Function: AP4_Dac4Atom::AP4_Dac4Atom(AP4_UI32 size, const AP4_UI08* payload)  (line 147)

Triggered at: AP4_BitReader::SkipBits()  in Ap4Utils.cpp:559 , called from Ap4Dac4Atom.cpp:396

Root Cause

In Ap4Dac4Atom.cpp , the DSI v1 parsing path reads n_presentations  from 9 bits (line 175), allowing a

maximum value of 511. At line 196, an array of PresentationV1[n_presentations]  is allocated and each

element is parsed in a loop (line 198). Each presentation parsing iteration calls ReadBits()  and

SkipBits()  multiple times. When the actual payload is much smaller than what 511 presentations require,

the AP4_BitReader  reads and skips well past the end of the heap-allocated buffer without any bounds

checking.

Steps to Reproduce

1. Build Bento4 with AddressSanitizer ( -fsanitize=address )

2. Save the attached PoC file as poc3.mp4

3. Run: ./mp4dump poc3.mp4
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ASAN Output

(Full ASAN trace and PoC file attached below)

Impact

An attacker can craft a malicious MP4 file that, when parsed by any application using the Bento4 library (e.g.,
mp4dump, mp4info), triggers a heap out-of-bounds read. This may lead to information disclosure or denial of
service (crash).

Suggested Fix

Add remaining-bits validation during the presentation parsing loop:

Additionally, AP4_BitReader  should return an error or stop when the read position exceeds the buffer size.

Environment

Bento4 version: latest (commit HEAD)

OS: Ubuntu (WSL2)

Compiler: g++ with -fsanitize=address

 poc3_dac4_heap_oob.mp4  

==3552==ERROR: AddressSanitizer: heap-buffer-overflow on address 0x5030000002f4

at pc 0x58993d791c01 bp 0x7fffc0067da0 sp 0x7fffc0067d90

READ of size 1 at 0x5030000002f4 thread T0

    #0 AP4_BitReader::ReadCache() const  Ap4Utils.cpp:447

    #1 AP4_BitReader::SkipBits()         Ap4Utils.cpp:559

    #2 AP4_Dac4Atom::AP4_Dac4Atom()      Ap4Dac4Atom.cpp:396

    #3 AP4_Dac4Atom::Create()            Ap4Dac4Atom.cpp:58

0x5030000002f4 is located 0 bytes to the right of 20-byte region 

[0x5030000002e0,0x5030000002f4)

// Ap4Dac4Atom.cpp, before line 198

// Limit n_presentations to what the payload can actually hold

for (unsigned int i = 0; i < m_Dsi.d.v1.n_presentations; i++) {

    if (bits.GetBitsRead() >= payload_size * 8) break;  // prevent OOB

    // ... existing parsing code ...

}
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