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unsafe File Upload Leading to Remote
Code Execution (RCE)
High ryuring published GHSA-hv78-cwp4-8r7r 2 weeks ago

Package

BcDatabasesService.php (baserCMS)

Affected versions

<= 5.2.2

Patched versions

5.2.3

Description

Details

The application's restore function allows users to upload a .zip  file, which is then automatically

extracted. A PHP file inside the archive is included using require_once  without validating or restricting

the filename. An attacker can craft a malicious PHP file within the zip and achieve arbitrary code
execution when it is included.

Vector: Malicious ZIP upload + insecure require_once
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1. Restore backup
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2. Load file shell (insecure require_once )
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Impact

Remote Code Execution (RCE)

Severity

High / 10

CVSS v3 base metrics

Attack vector Network

Attack complexity Low

Privileges required High

User interaction None

Scope Changed

Confidentiality High

Integrity High

Availability None

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:N

8.7

Learn more about base metrics
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CVE ID

CVE-2025-32957

Weaknesses

No CWEs

Credits

 MinhhhCuonggg Finder

 Vatvo69 Finder
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