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Package
rhe baserproject/basercms (Composer)

Affected versions Patched versions
<=5.2.2 5.2.3
Description

Summary (English)

baserCMS contains an OS command injection vulnerability in the core update functionality.

An authenticated administrator can execute arbitrary OS commands on the server due to improper
handling of user-controlled input that is directly passed to exec() without sufficient validation or
escaping.
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CWE CWE-78: Improper Neutralization of Special Elements used in an OS Command
2 Remote Code Execution (RCE)
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FaEMIRIE  baserCMS 5.2.2 (Docker / BFIRYR)
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« Controller

o PluginsController::get_core_update()
» Service

o PluginsService::getCoreUpdate()
- Affected Endpoint

o /baser/admin/baser-core/plugins/get_core_update
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PluginsController::get_core_update() i
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PluginsService::getCoreUpdate($targetVersion, $php, $force)
| $php AHA&GE - TR —7H 27> FXFII~ELE

exec($command)
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PluginsController.php
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$service->getCoreUpdate( LC.]
$request->getData('targetVersion') ?? '',
$request->getData('php') ?? 'php',

$request->getData('force'),

)i
PluginsService.php

$command = $php . ' ' . ROOT . DS . 'bin' . DS . 'cake.php composer ' . LD
$targetversion . ' --php ' . $php . ' --dir ' . TMP . 'update';

exec($command, $out, $code);

$php /XT X —=R(FA—H—ANTHY . KFONRIIWLIThEITHOHNTUOEHA.

o FFAI R MIZ & BHIR
o 1IEFIFRIRIC & DA&AE
o escapeshellarg() FIZL DT RS —7
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4. —N—iIT exec() HFITEN. EEN OS IV FAKITEND
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php=php;id>/tmp/rce_test;# LC.]

HEEAER (PoC)

RITAER

$ docker exec bc-php cat /tmp/rce_test LD
uid=1000(www-data) gid=1000(www-data) groups=1000(www-data)
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$php = escapeshellarg(PHP_BINARY); LE.]
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f-t=L. BCEE (Attack Surface) ZHIRT BRI L. I—HF— ANBEREHRT G2 HIRL
9.

HEHEIH

o AHE UL FREUD CRR > DFR - EFROR) LIIIMLL THRILL £ 7
e IVFRAL MHOFETDRY ., ER =258 TR P ARSI NMNISHEATRETY
o AT EDATER)RNZEREAY HHETH ) . CSRF X Ul HIHINA TIIFILETE A

e
baserCMS A7 7w 75— MEBEIZH W T, I—H— ANAMREE N W E F exec() IZEEND

AT EOREICL ) . EEREMRAIHRL L= E— 31— FF{T (RCE) HRILL 7.
FHESHEIANGRLS S URRGTORE L IC & WBIERRETH ) . FHIOXMNICHEEIN .

Severity

9.1/10

CVSS v3 base metrics

Attack vector Network
Attack complexity Low
Privileges required High
User interaction None
Scope Changed
Confidentiality High
Integrity High
Availability High

Learn more about base metrics

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

CVE ID

CVE-2026-21861

Weaknesses
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» CWE-78
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