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Security: Social: allow only images and videos in social post attachments + 

sanitize SVG content for resource attachments

See advisory GHSA-273p-jw9w-3g22
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src/CoreBundle/Controller

Api

CreateSocialPostAttachmentAction.php

ResourceController.php

@@ -12,7 +12,7 @@

12 12     </p>

13 13     <input

14 14       ref="inputFile"

15       :accept="acceptFileType"-

15       :accept="accept"+

16 16       class="hidden"

17 17       type="file"

18 18     />

@@ -21,27 +21,17 @@

21 21

22 22 <script setup>

23 23 import BaseButton from "./BaseButton.vue"

24 import { computed, onMounted, ref } from "vue"-

24 import { onMounted, ref } from "vue"+

25 25 import { sizeValidator } from "./validators"

26 26

27 const props = defineProps({-

28   modelValue: {-

29     type: [File, null],-

30     required: true,-

31   },-

27 defineProps({+

32 28   label: {

33 29     type: String,

34 30     required: true,

35 31   },

36 32   accept: {

37 33     type: String,

38     default: "",-

omponents/basecomponents/BaseFileUpload.vue…
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39     validator: (value) => {-

40       if (value === "") {-

41         return true-

42       }-

43       return ["image"].includes(value)-

44     },-

34     default: undefined,+

45 35   },

46 36   size: {

47 37     type: String,

@@ -55,17 +45,6 @@ const emit = defineEmits(["fileSelected"])

55 45 const inputFile = ref(null)

56 46 const fileName = ref("")

57 47

58 const acceptFileType = computed(() => {-

59   switch (props.accept) {-

60     case "":-

61       return ""-

62     case "image":-

63       return "image/*"-

64     default:-

65       return ""-

66   }-

67 })-

68 -

69 48 onMounted(() => {

70 49   inputFile.value.addEventListener("change", fileSelected)

71 50 })

@@ -48,13 +48,13 @@

48 48

49 49         <BaseFileUpload

50 50           :label="t('Add a picture')"

51           accept="image"-

51           accept="image/*"+

52 52           size="small"

53 53           @file-selected="selectedFile = $event"

54 54         />

ets/vue/components/social/GroupInfoCard.vue…
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55 55

56 56         <div class="p-field mt-2">

57           <label for="groupPermissions">{{ t('Group permissions') }}</label>-

57           <label for="groupPermissions">{{ t("Group permissions") }}</label>+

58 58           <Dropdown

59 59             id="groupPermissions"

60 60             v-model="editGroupForm.permissions"

@@ -237,7 +237,7 @@ function onPostDeleted(post) {

237 237 const isImageAttachment = (attachment) => {

238 238   if (attachment?.filename) {

239 239     const fileExtension = attachment.filename.split(".").pop().toLowerCase()

240     return ["jpg", "jpeg", "png", "gif"].includes(fileExtension)-

240     return ["jpg", "jpeg", "png", "gif", "svg"].includes(fileExtension)+

241 241   }

242 242   return false

243 243 }

ts/vue/components/social/SocialWallPost.vue…

@@ -30,7 +30,7 @@

30 30         <BaseFileUpload

31 31           id="post-file"

32 32           :label="t('File upload')"

33           accept="image"-

33           accept="image/*, video/*"+

34 34           size="small"

35 35           @file-selected="selectedFile = $event"

36 36         />

ue/components/social/SocialWallPostForm.vue…

@@ -410,8 +410,6 @@

410 410     <BaseFileUpload

411 411       id="replace-file"

412 412       :label="t('Select replacement file')"

413       accept="*/*"-

assets/vue/views/documents/DocumentsList.vue‎
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414       model-value="selectedReplaceFile"-

415 413       @file-selected="selectedReplaceFile = $event"

416 414     />

417 415   </BaseDialogConfirmCancel>

@@ -589,8 +587,7 @@

589 587       <BaseFileUpload

590 588         id="post-file"

591 589         :label="t('File upload')"

592         accept="image"-

593         model-value=""-

590         accept="image/*"+

594 591         size="small"

595 592         @file-selected="selectedFile = $event"

596 593       />

@@ -163,7 +163,7 @@

163 163         />

164 164         <BaseFileUpload

165 165           :label="t('Add a picture')"

166           accept="image"-

166           accept="image/*"+

167 167           size="small"

168 168           @file-selected="selectedFile = $event"

169 169         />

assets/vue/views/usergroup/List.vue

@@ -78,6 +78,7 @@

78 78     "doctrine/doctrine-migrations-bundle": "^3.2",

79 79     "doctrine/orm": "^2.16",

80 80     "endroid/qr-code": "~4.2",

81     "enshrined/svg-sanitize": "^0.22.0",+

81 82     "essence/essence": "~3.0",

82 83     "ezyang/htmlpurifier": "~4.13",

83 84     "firebase/php-jwt": "^7.0",
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