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Security: Add CourseRelUserStateProcessor and improve course catalog filtering logic

See advisory GHSA-x373-8j9j-g5pj

Filter files…

src/CoreBundle/State

CourseRelUserStateProcessor.php

1 file changed +44 -0 lines changed Top

@@ -0,0 +1,44 @@

1 <?php+

2 +

3 declare(strict_types=1);+

4 +

5 /* For licensing terms, see /license.txt */+

6 +

7 namespace Chamilo\CoreBundle\State;+

8 +

9 use ApiPlatform\Metadata\Operation;+

10 use ApiPlatform\Metadata\Post;+

11 use ApiPlatform\State\ProcessorInterface;+

12 use Chamilo\CoreBundle\Entity\CourseRelUser;+
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Comments 0

13 use Chamilo\CoreBundle\Helpers\CourseCatalogueHelper;+

14 use Symfony\Bundle\SecurityBundle\Security;+

15 use Symfony\Component\HttpKernel\Exception\AccessDeniedHttpException;+

16 +

17 /**+

18  * @implements ProcessorInterface<CourseRelUser, CourseRelUser|void>+

19  */+

20 final class CourseRelUserStateProcessor implements ProcessorInterface+

21 {+

22     public function __construct(+

23         private readonly ProcessorInterface $persistProcessor,+

24         private readonly CourseCatalogueHelper $courseCatalogueHelper,+

25         private readonly Security $security,+

26     ) {}+

27 +

28     public function process($data, Operation $operation, array $uriVariables = 

[], array $context = []): ?CourseRelUser

+

29     {+

30         if (!$operation instanceof Post) {+

31             return $this->persistProcessor->process($data, $operation, 

$uriVariables, $context);

+

32         }+

33 +

34         \assert($data instanceof CourseRelUser);+

35 +

36         if (!$this->security->isGranted('ROLE_ADMIN')+

37             && !$this->courseCatalogueHelper->isCourseInPublicCatalogue($data-

>getCourse())

+

38         ) {+

39             throw new AccessDeniedHttpException('Course is not available in the 

public catalogue.');

+

40         }+

41 +

42         return $this->persistProcessor->process($data, $operation, 

$uriVariables, $context);

+

43     }+

44 }+
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