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Security: Add URL safety checks to prevent SSRF attacks

Introduce "isUrlSafe’ method to validate URLs, blocking private IP ranges, non-HTTP schemes,
and unresolvable hosts. Update “verifyUrl® and cURL configurations accordingly.

See advisory GHSA-q74c-mx8x-489h

Proposed by @elliSzAt

# Conflicts:

# main/inc/lib/opengraph/OpenGraph.php

# main/inc/lib/social.lib.php

3_9

1 parent 7df4ccl commit e3790c5 Ll;l

1 file changed +47 -2 0888
0D ™ Top 3

Q  Filter files... =

v [ public/main/inc/lib

social.lib.php

P[] Q sSearch within code 3
Vv public/main/inc/1lib/social.lib.php oo
Ll @ -11,6 +11,7 @@
11 11 use Chamilo\CoreBundle\Framework\Container;
12 12 use Chamilo\CourseBundle\Entity\CForumPost;
13 13 use Chamilo\CourseBundle\Entity\CForumThread;

14 + use GuzzleHttp\Client;
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* Class SocialManager.

@@ -908,19 +909,63 @@ public static function formatWallMessages($messages)

/

* %

return $data;

* Check if a URL is safe to fetch server-side (not targeting internal

resources).

hosts

public static function isUrlSafe(string $url): bool

{

*

* Blocks private/reserved IP ranges,

* to prevent SSRF attacks (CWE-918).

*/

$parsed = parse_url($url);

// Allow only http and https schemes

non-HTTP schemes,

and unresolvable

if (!isset($parsed['scheme']) || !'in_array($parsed['scheme'], ['http'

'https'], true)) {

return false;

$host = $parsed['host'] 2?2 '';
if (empty($host)) {

return false;

// Resolve hostname to IP
$ip = gethostbyname($host);
if ($ip === $host) {

// DNS resolution failed

return false;

// Block private and reserved IP ranges

if (false === filter_var(
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* *

$ip,
FILTER_VALIDATE_IP,
FILTER_FLAG_NO_PRIV_RANGE | FILTER_FLAG_NO_RES_RANGE

)) o

return false;

return true;

* verify if Url Exist - Using Curl.

*/

public static function verifyUrl(string $uri): bool

{

if (!self::isUrlSafe($uri)) {

return false;

$client = new Client();

try {
$response = $client->request('GET', $uri, [
'"timeout' => 15,
"timeout' => 10,
'verify' => false,
'allow_redirects' => ['max' => 3],
'headers' => [
'User-Agent' => $_SERVER['HTTP_USER_AGENT'],
'User-Agent' => $ SERVER['HTTP_USER_AGENT'] ?? 'Chamilo',
1
1);

&

https://github.com/chamilo/chamilo-Ims/commit/e3790c5f0ff3b4dc547c2099fadf5c438c1bb265

3/4



4/22/26, 5:18 PM Security: Add URL safety checks to prevent SSRF attacks - chamilo/chamilo-Ims@e3790c5 - GitHub
Please sign in to comment.
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