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Internal: fix: remove eval() RCE vulnerability in decodeSettingArray

Filter files…

src/CoreBundle/Controller

PlatformConfigurationController.php

1 file changed +1 -14 lines changed Top

@@ -249,7 +249,6 @@ public function courseSettingsList(

249 249      * Attempts to decode a setting value that may be stored as:

250 250      * - native PHP array

251 251      * - JSON string

252      * - PHP array code string-

253 252      */

254 253     private function decodeSettingArray(mixed $setting): array

255 254     {

@@ -261,22 +260,10 @@ private function decodeSettingArray(mixed $setting):

array

261 260         // Try to decode JSON string

262 261         if (\is_string($setting)) {

263 262             $json = json_decode($setting, true);

263 +

troller/PlatformConfigurationController.php…
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Comments 0

264 264             if (\is_array($json)) {

265 265                 return $json;

266 266             }

267 -

268             // Try to evaluate PHP-style array string-

269             $trimmed = rtrim($setting, ';');-

270 -

271             try {-

272                 $evaluated = eval("return $trimmed;");-

273                 if (\is_array($evaluated)) {-

274                     return $evaluated;-

275                 }-

276             } catch (Throwable $e) {-

277                 // Log error and continue-

278                 error_log('Failed to eval setting value: '.$e->getMessage());-

279             }-

280 267         }

281 268

282 269         // Return empty array as fallback
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