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Validation-less redirect on login page
(>1.11.*, <=2.0-beta.l)

ywarnier published GHSA-m82x-prv3-rwwv 4 days ago

Package
Chamilo LMS (Chamilo-Ims),

Affected versions Patched versions
2.0-beta.1 2.0-beta.2
Description

Impact

Anyone can trigger a malicious redirect through the use of the redirect parameter to /login.

Patches

Possible destination URLs for the redirect should be filtered through a list of access URLs managed by
the Chamilo instance or a relative path should be provided and validated.
Fixed for 2.0-beta.2

Workarounds

Apply commit 73ae629

Credits

Reported by Stormshield

Severity

0.0/10
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CVSS v3 base metrics
Attack vector

Attack complexity
Privileges required
User interaction

Scope

Confidentiality

Integrity

Availability

Learn more about base metrics

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N

CVE ID

CVE-2025-66447

Weaknesses

No CWEs
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Network
Low

None
None
Unchanged
None
None

None
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