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incorrect error handling for malformed
tcp packets
Moderate Luap99 published GHSA-hfpq-x728-986j 5 hours ago

Package

 netavark (Rust)

Affected versions

v1.16.0 to v1.17.0

Patched versions

v1.17.1

Description

Impact

A truncated TCP DNS query followed by a connection reset causes aardvark-dns to enter an
unrecoverable infinite error loop at 100% CPU.

Patches

3b49ea7

Workarounds

None

Credits

Thanks to @dkane01 for reporting this

Severity

Moderate / 10

CVSS v3 base metrics
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Attack vector Local

Attack complexity Low

Privileges required None

User interaction None

Scope Unchanged

Confidentiality None

Integrity None

Availability High

CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVE ID

CVE-2026-35406

Weaknesses

No CWEs
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