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Summary

A broken access control vulnerability exists in lamp-cloud at endpoint POST /defUser/pageUser
( pefUserController#pageUser ).
An authenticated low-privilege user can enumerate users outside their own organization/company scope.

This appears to be a row-level authorization/data-scope failure (BOLA/IDOR-style read exposure), not
merely an endpoint authentication issue.

Product

e Project: dromara/lamp-cloud
e Component: lamp-system-controller / lamp-system-biz

e Endpoint: POST /defUser/pageUser

Affected Version

» Verified on: 5.8.1 (local dynamic validation environment)

» Potentially affected: versions where DefuUserMapper .pageUser lacks org/company/employee scope
predicates.

Vulnerability Type

o« CWE-285: Improper Authorization

« CWE-359: Exposure of Private Personal Information to an Unauthorized Actor

Impact

A normal authenticated account with endpoint permission can list users that should be out of scope (including
high-privilege/system accounts), causing unauthorized disclosure of user profile data.

Preconditions

» Attacker has any account that can pass endpoint permission check for pPoST /defUser/pageUser .

« No admin privileges are required for data overreach once endpoint permission is granted.

Reproduction Steps

1. Authenticate as a normal account with pageuUser endpoint permission.

2. Call:
o POST /defUser/pageUser

o Body: {"current":1,"size":20, "model":{}}
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3. Observe returned records include users outside caller's organization/company (e.g., lamp ,

superAdmin ).

Proof (Dynamic Validation)

o Caller account ( test1 ) company: 1451532773234835456

o Returned users included:
o lamp (company 1451532727697276928 )

o superAdmin (company 1451532667655815168 )

» This demonstrates cross-scope data exposure.

Expected Behavior

/defUser/pageUser should only return users within authorized data scope (e.g., same org/company, role
scope, or explicit policy scope).

Actual Behavior

/defUser/pageUser returns broad user results without enforcing caller-bound employee/org/company
constraints.

Technical Root Cause

Code path:

e DefUserController#pageUser -> DefUserServiceImpl#pageUser -> DefUserManagerImpl#pageUser

-> DefUserMapper .xml#pageUser

In SQL ( mapper_system/ext/tenant/DefUserMapper.xml ), query only applies optional filters on
u.username/nick_name/email/mobile/id_card/state .

Although there is LEFT JOIN base_employee ut on u.id = ut.user_id , there is no row-level predicate
using caller context ( employeeId , companyId , Org relations, etc.).

Suggested Remediation

1. Enforce row-level data scope in pageuser SQL/service layer, e.g.:
o bind caller employeeId/companyId/deptId from token context,
o join base_employee_org_rel /org tree /role data-scope policies,
o restrict results to authorized scope only.
2. Add a server-side authorization guard for privileged/global listing behavior.

3. Add regression tests:
o low-priv user cannot view cross-company Users,
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o admin behavior remains explicitly controlled.

Security Severity

» Suggested: High (confidentiality impact, broad user enumeration, potential privilege-chaining).

CVE Request

Please assess and, if confirmed, request/assign a CVE ID for this issue.

Reporter Notes

| can provide full request/response evidence and sanitized PoC details privately if preferred.

SI[INVIsR{e]Mi(=I=BN to join this conversation on GitHub. Already have an account? Sign in to comment
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