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File Upload vulnerability from sourcecodester Simple Doctor's
Appointment System in PHP/MySQL with Source Code (2020) V1.0
/doctors_appointment/admin/ajax.php?action=save_category

A vulnerability, which was classified as critical, was found in sourcecodester Simple Doctor's
Appointment System 1.0. This affects some
unknown functionality of the file /doctors_appointment/admin/ajax.php?action=save_category . The
manipulation of the argument with an unknown input leads to a unrestricted upload vulnerability. The
product allows the attacker to upload or transfer files of dangerous types that can be automatically
processed within the product's environment. This is going to have an impact on confidentiality, integrity,
and availability.

Affected Project: Simple Doctor's Appointment System

Official Website: https://www.sourcecodester.com/php/14467/simple-doctors-appointment-system-using-
phpmysql-source-code.html

Version: v1.0

Related Code file: /doctors_appointment/admin/ajax.php?action=save_category
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Vulnerability Description

User can update file through /doctors_appointment/admin/ajax.php?action=save_category
Web application doesn't sanitize or filters the being uploaded, making it vulnerable to arbitrary file upload
vulnerability, that can also lead to Remote Code Execution.

Demonstration

Below is how looks like:/doctors_appointment/admin/ajax.php?action=save_category

Let's upload random file and intercept the upload:

3/31/26, 6:13 AM File Upload vulnerability from sourcecodester Simple Doctor's Appointment System in PHP/MySQL with Source Co…

https://github.com/dyh1213-wq/cve/issues/5 2/5

https://private-user-images.githubusercontent.com/79857790/563672928-6ba8e5bf-813c-41e5-81de-d4eecc2c014b.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9..n7Wwc-uwiXf7C8wOWzHaU7ddDkIp3kdUXG_mFuj4AdM
https://private-user-images.githubusercontent.com/79857790/563672928-6ba8e5bf-813c-41e5-81de-d4eecc2c014b.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9..n7Wwc-uwiXf7C8wOWzHaU7ddDkIp3kdUXG_mFuj4AdM


Going to the main website, we can see that the our file was uploaded successfully:

Open image in a new tab
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